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EXECUTIVE SUMMARY 

Over the past few years, media has been driving an increasing amount of the traffic over mobile networks. 
By 2019, it is expected that 70 percent mobile traffic will be video optimized. As mobile networks migrate 
to 5G, the method for video delivery over the network is evolving, especially in terms of encryption and new 
protocols. For example, the growing rate of encrypted transport protocols for traffic carried over mobile 
networks is causing fundamental shifts in content and diminishing mobile operators’ general network 
management capabilities. These include load balancers, Network Address Translators, Hierarchical QoS 
and transparent Value-Add Services (VAS) such as content/URL filtering and video optimization. Also, 
security services such as firewalls and malware detection can become ineffective. There has been a 
significant increase in Distributed Denial of Service (DDoS) attacks with this protocol evolution.  

The white paper focuses on three aspects of mobile video optimization: source optimization, network 
optimization and client optimization. The source optimization techniques discussed include Adaptive Bit 
Rate and Video Compression. Network optimization includes TCP optimization, Network Aware Congestion 
Control, Radio Friendly Pacing and caching. Finally, client optimization techniques include Device Buffering 
and Server and Network Aware Dynamic Adaptive Streaming (DASH). The user experience can be 
enhanced when the source, the client and the network are optimized in relationship to one another. 

The paper presents some reasons for encryption and protocol evolution driven by privacy, security concerns 
and the desire by internet players to restrict the role of network operators/middle boxes. This has led to 
development of new protocols, including HTTP/2 and QUIC, that attempt to enhance the user experience 
by overcoming the inherent issues with TCP. At the same time, they create network management 
challenges for mobile operators that can degrade the user experience. Also, there are different protocols 
that have evolved from TCP and UDP. Furthermore, there is an IETF working group on QUIC. The important 
aspect highlighted in this white paper is the need for is fostering a cooperative/collaborative relationship 
between internet providers and mobile network operators. This cooperation should enable the development 
of optimized protocols for mobile video that respect user privacy without compromising network 
management. 

Traditionally a majority of the traffic has been TCP based. The internet transport research community is 
looking to increase the use of UDP with novel protocols such as QUIC to deliver video traffic. While UDP is 
ubiquitous and critical to the proper functioning of the Internet, it is also the primary tool used by hackers to 
flood networks with illegitimate traffic during a denial of service (DoS) attack. UDP also undermines mobile 
wireless operators’ ability to easily identify and block service-disrupting attacks. This white paper concludes 
by discussing the challenges posed by DDoS attacks and highlights some common remediation techniques. 

INTRODUCTION 

Media’s share of mobile traffic has grown exponentially over the past few years, a trend that will continue 
for the foreseeable future. As Table 1 shows, North American1 mobile traffic will have a 35 percent CAGR 
over the next five years, from 1.3 Exabytes to 8.5 Exabytes.  

 

 

                                                      
1  Ericsson Mobility Report for North America, June 2016.  

https://www.ericsson.com/res/docs/2016/mobility-report/emr-rnam-june-2016.pdf
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Table 1: Total Mobile Subscriptions and Traffic Growth 2015-2021. 

 
 
As Figure 1 illustrates, mobile video will generate three quarters of mobile data traffic by 20202 versus about 
50 percent in 2015. Internet video services such as Hulu, Netflix and YouTube, as well as gaming and 
webcams, are among the most common mobile video applications.  

  

Figure 1: Mobile Video has the Highest Growth. 

The increase in traffic places a tremendous load on mobile networks, which are already challenged by 
spectrum constraints. Typically, video is delivered over mobile networks with Adaptive Bit Rate (ABR) 
technologies, which enable mobile video optimization techniques that lighten the traffic load.  

Historically a majority of mobile traffic has been HTTP over TCP. However, many of the top services have, 
or are in the process of,3 transitioning to HTTPS4. The main reasons for moving services to HTTPS are 
security (i.e., media request cannot be intercepted), privacy (viewing habits cannot be inferred by inspecting 
traffic) and popularity (Google page rank favoring sites delivered under HTTPS). Any in-page media needs 

                                                      
2 Cisco VNI Global IP Traffic Forecast 2016-2020 
3 Optimizing TLS for High–Bandwidth Applications in FreeBSD, Randall Stewart et. al. Netflix  
4 HTTPS is HTTP-within-SSL/TLS. TLS (Transport Layer Security) establishes a secured, bidirectional tunnel for arbitrary binary 
data between two hosts.  

http://www.cisco.com/c/en/us/solutions/collateral/service-provider/visual-networking-index-vni/mobile-white-paper-c11-520862.pdf
https://people.freebsd.org/%7Errs/asiabsd_2015_tls.pdf
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to match the protocol of the page it was loaded under. For example, when using HTML5 APIs or plugins 
for media playback, HTTP/2 requires the use of TLS. While there have been performance and financial 
barriers to switch to HTTPS, open source projects, the EFF’s HTTPS Everywhere5 and the ISRG’s Let’s 
Encrypt6 are making it easier for both services and users to switch to HTTPS in order to protect content 
and user privacy.  

This growing use of encrypted transport protocols is causing fundamental shifts in content over mobile 
networks. This trend makes it increasingly difficult for mobile operators to manage transparent value-add 
services such as content/URL filtering and video optimization, security services such as firewalls, DDoS 
and malware detection and monetization opportunities such as analytics and deep packet inspection (DPI). 

The move to encryption and the push for new protocols are an important evolution of the internet, but it 
makes traditional methods of optimization and management difficult and/or obsolete. These changes come 
at a time when traffic growth is accelerating and the need for proper optimization and management is as 
important as ever. In short, the media delivery landscape is changing with tremendous video growth.   

The next section presents the mobile video optimization techniques.  

MOBILE VIDEO OPTIMIZATION TECHNIQUES 

Video content and delivery are constantly evolving, and so must the optimization techniques. With this shift, 
many of the optimization techniques employed in the past no longer provide the savings carriers and 
subscribers were accustomed to. This has led the mobile wireless industry to look for new methods of 
optimizing these flows 

The challenge, however, is that even though most video today is adaptive, the content and underlying 
delivery protocols can vary greatly. ABR cannot just be thought of as YouTube, Netflix or Amazon Prime 
types of video. New services such as virtual reality, 360-degree video, live game streaming, real-time 
communication services and live social media streaming are making the video landscape more diverse 
every day. This increased diversity means that there isn’t a single approach to optimization. It also means 
that while some subscribers may want a specific type of content to be optimized, they may not want this 
same optimization applied to all video. Figure 2 illustrates the general framework of video optimization, 
which includes: 
 

a. Source optimization: applied at the source of video. 
b. Network optimization: optimizing the mobile network carrying the video. 
c. Client/device optimization: optimizing the client on the device receiving the video.  

 

                                                      
5 HTTPS Everywhere -  
6 Let's Encrypt -  

https://www.eff.org/https-everywhere
https://letsencrypt.org/
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Figure 2: Coordination between Video Source, Mobile Network and Client/Device Leads to an Optimum Experience 

It is important to emphasize that this area is under constant evolution, so the techniques discussed are 
representative versus all-encompassing. 

Mobile networks tend to have much greater complexity than fixed networks. The complexity is due to the 
random nature of the radio links that are subject to fading, as well as the mobile traffic patterns that can 
cause congestion and interference. A key asset in mobile networks is spectrum, which tends to be scarce. 
Therefore, the best user experience is achieved by optimizing the video source, and the client receiving the 
video in harmony with the network carrying the video. 

SOURCE OPTIMIZATION 

Initially mobile video was dominated by progressive download video. Optimization techniques for this type 
of video were widely deployed on mobile networks. Video has shifted over the past few years to primarily 
ABR.   

ADAPTIVE BIT RATE TECHNIQUES AND CHALLENGES  

Most streaming services support video streaming with Adaptive Bit Rate (ABR) technology where the client 
device adaptively selects the appropriate bit rate based on current network conditions and device 
capabilities.7 ABR formats include Dynamic Adaptive Streaming over HTTP (DASH), which is the MPEG 
and 3GPP standardized version, and proprietary technologies such as Apple HTTP Live Streaming (HLS) 
or Microsoft Smooth Streaming (MSS).  

In ABR, the source video is divided into small, individually addressable and cacheable chunks and then 
encoded in different bit rates on the streaming server. For example, Figure 3 illustrates resolutions from 
240p to 720p. The client uses a prediction algorithm to estimate the network bandwidth that will be available 
to download the next video chunk, based on the observed TCP throughput for previous video chunks. The 
advantage of ABR is that a video streaming service can offer higher quality when the network conditions 
allow. Conversely when the network conditions are challenged, a lower bit rate format is streamed. The 
lower bit rates ensure service continuity because subscriber viewing experience is not degraded. There is 
a significant improvement in video QoE.8  

                                                      
7 Mobile Video Delivery Challenges and Opportunities, Rajesh Krishna Panta, ATT Labs Research, IEEE Computing 2015  
8 Improving Video Streaming Quality 

http://www.ericsson.com/res/docs/2015/mobility-report/emr-improving-video-streaming-quality.pdf%20I
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Figure 3: Example of Adaptive Bit Rate Encoding. 

Despite advantages over non-adaptive streaming methods as deployed today, ABR has several 
challenges:  

• Inaccurate estimation of mobile network bandwidth for ABR-based mobile video streaming. 
The client prediction algorithm is impacted by factors that make network bandwidth estimation 
challenging in mobile networks. These factors include time, location, varying network link 
conditions, device mobility congestion in the wireless medium and random device arrival/departure. 

• Under- or over-estimation of the mobile network bandwidth. These are caused by overlap of 
the chunks of different flows when a mobile network link is shared by multiple ABR flows. 

• Device buffering challenges. To mitigate the impact of network fluctuation, mobile devices use 
buffers to store the video data ahead of time. Identifying the optimum buffer size is always a 
challenge. 

VIDEO COMPRESSION TECHNIQUES 

Bigger and higher resolution screens, the increasing use of tablets, the emergence of phablets (mini-tablets) 
and more capable cameras in smart devices are among the factors increasing video traffic. Video 
optimization techniques include video transcoding and video transrating. The most common transcoding 
format is H.264, while the new H.265 is slowly gaining traction. Table 2 compares the two formats. 

Table 2: Comparison of H.264 (HEVC) with H.264 (AVC) Encoding. 

Encoding H.265/HEVC  H.264/AVC 
Names  MPEG-H, HEVC, Part 2  MPEG 4 Part 10, AVC 
Approved date  2013 2003 
Progression  Successor to H.264/AVC  Successor to MPEG-2 Part 
Key improvement  40-50% bit rate reduction compared 

with H.264 at the same visual quality 
40-50% bit rate reduction compared with 
MPEG-2 Part 
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Table 3 depicts typical bitrates at different quality levels.9  

Table 3: Typical Bitrates at Different Video Quality Levels with H.264/H.265 Encoding. 

 

Another interesting aspect of video optimization is the concept of “per-title optimization,”10 where encoding 
is optimized based on the type of content. For example, action scenes need more bandwidth than videos 
where the background does not change. Another video compression technique that is open source is VP9.11  

NETWORK OPTIMIZATION 

The mobile network plays a crucial role in enhancing the user experience. It is important that the video 
flowing through the mobile network is optimized in harmony with the source and the client. This section 
discusses some well-known mobile video network optimization techniques. 

TCP OPTIMIZATION 

There are multiple ways to optimize TCP. One way is to break the feedback loop into a radio connection 
and an Internet connection, giving shorter communication loops for packet/packet acknowledgement (on 
the transport level) on both the radio connection and on the Internet connection, and reducing the RTT. 
This enables mobile operators to advertise a larger receive window and thus download and buffer data 
within the network. This function can be implemented by service providers in their EPC/SGi network. Figure 
4 illustrates this approach. 

 
 
 
 
 
 
 
 

Figure 4: TCP Performance Optimization. 

                                                      
9 Smart Phone App Coverage https://www.ericsso n.com/res/docs/2015/mobility-report/emr-smart-mobile-devices-and-app-
coverage.pdf  
10Per-Title Encode Optimization  
11 VP9 Video Codec                                   

http://techblog.netflix.com/2015/12/per-title-encode-optimization.html
http://www.webmproject.org/vp9/
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MOBILE NETWORK-AWARE CONGESTION CONTROL ALGORITHMS  

Traffic on mobile networks may experience congestion that is more transient in nature than experienced on 
fixed networks. As such, congestion control algorithms may be tweaked to enhance TCP performance by 
accommodating these differences. Once operators have introduced a TCP proxy in the network, they have 
the means to implement customized TCP CCA based on radio network conditions such as delay 
experienced due to user location within cell coverage area and/or cell load. In addition, operators can take 
advantage of other session and subscriber information (e.g., rate plans, policy, time of day) and combine 
them with network condition to prioritize specific flows.  

DATA CACHING  

Videos that are watched by multiple subscribers can be cached closer to the network edge. Thus the content 
is streamed quicker, leading to improved experience and bandwidth savings. Caching can be performed 
on over-the-top (OTT) services via Transparent Internet Caching (TIC) or for managed content by both the 
mobile operator and the internet video provider. For example, Figure 5 illustrates how Netflix employs a 
cache to enhance the customer experience. 12 However, note that in this example, the internet video 
provider is not interested in the remaining network interaction with the cache. 

 

Figure 5: An Example of Data Caching for Mobile Video Optimization. 

RADIO-FRIENDLY VIDEO PACING 

In radio-friendly video pacing, just enough video is downloaded so playback is not interrupted. The 
advantage is that if the video clip is abandoned, network resources haven’t been wasted by downloading 
data that will never be used.  

Traditionally video pacing has been performed at a uniform rate, which has provided savings on fixed 
networks. However, a constant flow of lower amount of data on a mobile network can result in mobile 
devices and mobile networks staying in a “high-speed” state with resources not optimally utilized.  

                                                      
12 Optimizing the Netflix Streaming Experience  

http://techblog.netflix.com/2014/06/optimizing-netflix-streaming-experience.html
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Some content providers, such as Google, approach this issue by implementing rate-limiting TCP,13 while 
some network vendors have implemented pacing which takes into account the radio behavior. Figure 6 
illustrates how video pacing works. 

 

Figure 6: Example of Video Pacing in Mobile Networks. 

ABR SHAPING  

The goal of this feature is to decrease available bitrate to mobile devices in order to improve overall QoE 
within a mobile network. Mobile networks can “shape” the ABR video to an even bitrate, thus increasing the 
likelihood of maintained quality. As long as the throughput is stable, the shaped video stream will continue 
at the same quality level. The bandwidth management is performed at the source (server) without actively 
modifying the stream but providing an enabling environment to enable client/server to re-negotiate the bit 
rate. Figure 7 illustrates this process. 

 

Figure 7: Impact on ABR Shaping on Mobile Video. 

As Figure 8 shows, without ABR shaping, different quality streams go to different users, creating an uneven 
QoE. With ABR shaping, all the users receive a maximum of 480p (in this example), but the overall QoE is 
enhanced. 

                                                      
13  Trickle: Rate Limiting YouTube Video Streaming -  
8 HTTPS Everywhere  

https://developers.google.com/speed/protocols/trickle-tech-report.pdf
https://www.eff.org/https-everywhere
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Figure 8: How ABR Shaping Homogenizes Video Quality for All Mobile Users. 

MOOD – MBMS OPERATION ON DEMAND  

Multimedia Broadcast/Multicast Services 14  (MBMS) is a point-to-multipoint interface specification for 
existing and upcoming 3GPP networks. MBMS is designed to provide efficient delivery of broadcast and 
multicast services, both within a cell and within the core network.  

With MBMS on Demand (MOOD) the mobile network can switch from unicast to multicast (broadcast). This 
change brings scalability and cost optimization because each content stream is given a single data channel 
to server all users in the coverage area. Figure 9 illustrates the change that MOOD enables.  
 

 

Figure 9: Unicast vs. Multicast (Broadcast) in a Mobile Network. 

DEVICE/CLIENT OPTIMIZATION 

There are multiple ways to optimize the device and the clients running on it: 

• Device buffering is an easy way to optimize video delivery. The solution is to use a “push” approach 
to reduce the network uplink traffic and provide network info to the client. 

• Server and Network Assisted DASH (SAND).15: MPEG, in collaboration with 3GPP, has developed 
tools so the network can assist DASH clients with rate estimation and bit rate selections. This 
includes messages from the network to the DASH client and vice versa. Figure 10 illustrates how 
SAND works. 

                                                      
14 Multimedia Broadcast/Multicast Service (MBMS); Protocols and codecs 
15 MPEG DASH Requirements for a webpush Protocol IETF 91 – Nov 2014 

http://www.3gpp.org/DynaReport/26346.htm
https://www.ietf.org/proceedings/91/slides/slides-91-webpush-3.pdf
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Figure 10: Server and Network Assisted DASH. 

Key examples are provisioning of cached resources to the client, bandwidth guarantees, collaborative 
resource sharing or buffering and deadline status from the client to the server. The standard is technically 
frozen in MPEG and 3GPP as DASH-IF is currently evaluating different tools. 

These video optimization techniques are well documented and are based on HTTP/TCP, with quantifiable 
gains (up to 50 percent performance improvement). The biggest challenge to some of the video optimization 
techniques is due to rise of encryption and protocol evolution, which the next section discusses. 

ENCRYPTION & PROTOCOL EVOLUTION  

Mobile traffic growth means there’s an increased amount of personal data being sent over multi-hop public 
links. In order to protect this data’s integrity and confidentiality, HTTP traffic can be secured using the 
transport layer security HTTPs protocol. A breakdown of the composition of encrypted traffic in Figures 1116 
shows that 64.5 percent of mobile traffic in January 2016 was encrypted. This traffic includes five of the top 
six applications: YouTube, Facebook, SSL-Other, Google Cloud, and Snapchat.  

                                                      
16 2016 Global Internet Phenomena Spotlight – Encrypted Internet Traffic, Sandvine 
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Figure 11: Percentage of Encrypted Traffic on Mobile Networks and Encrypted Applications by Share. 

REASONS FOR ENCRYPTION AND PROTOCOL EVOLUTION 

Hypertext Transfer Protocol Secure (HTTPS), or “HTTP Secure,” is a combination of HTTP with the 
SSL/TLS. TLS is Transport Security Layer. HTTPS is used to provide secure communication over the 
Internet and protect the privacy and integrity of the contents. Figure 12 illustrates how HTTPS works. 

 

Figure 12: How HTTP Secure (HTTPS) Works. 

Encryption has risen due to multiple factors: 

PRIVACY AND SECURITY 

The need for privacy and security is the major driver of encryption. If and when a third party is attempting 
to optimize the traffic, the user has the right to continue or demand higher levels of privacy by encrypting 
what it considers to be sensitive information. The privacy threshold depends on the user’s tolerance and its 
willingness to trust the third party.  

PROTOCOL OSSIFICATION – INTERFERENCE OF MIDDLE BOXES 

Mobile video optimization techniques have focused on optimizing TCP, so the question is whether TCP is 
the right protocol for mobile whether new protocols should be defined. The development of these protocols 
has been hampered by protocol ossification. Protocol ossification refers to the fact that over time, new 
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protocols cannot ride on top of the existing transports because middle boxes tend to block things that they 
don’t understand. In order to mitigate the interference of network middle boxes adopters of such protocols 
chose to tunnel them over existing protocols using end-to-end encryption (TLS). 

In that context, SPDY (HTTP/2) was introduced to address of the limitations the underlining TCP protocol 
has, especially on mobile networks. An AT&T research paper17 outlines the fundamental challenges on 
mobile networks with SPDY. To address some of these challenges, Google proposed a UDP-based 
protocol, QUIC.18 

QUIC-type protocols attempt to create a more optimized way. The idea is to use UDP as a substrate to 
review protocol evolution because TCP was not designed to work with mobile networks, and enhance video 
performance is run on top of UDP. UDP may be more appropriate than TCP for mobile wireless video 
because it avoids TCP’s overhead and inefficiencies.   

IS IT REALLY SECURE? 

Encryption provides security on the traffic flow. It does not help when the server has side relationships with 
other providers.19 Generic encryption helps protect information in transit but does not secure the data on 
the server.20 Also, with technologies such as Network Function Virtualization (NFV) and Software Defined 
Networking (SDN), the updates to the network can be done in real time. The ossification problem is no 
longer that big a deal because the middle boxes are updated via software. 

PROTOCOL EVOLUTION  

The TCP/IP21 suite, developed in ARPANET in the 1970s, is a two-layer protocol. The higher layer (TCP) 
manages a reliable and ordered delivery of a stream of bytes for user to server or vice versa. Another core 
transport layer protocol is UDP. When using UDP, packets are sent when maximum speed is desirable and 
error correction isn’t necessary. Table 4 compares TCP and UDP difference in data transfer features.  

Table 4: A Comparison of TCP and UDP. 

TCP UDP 

Connection oriented: connection must be 
established prior to transmission 

Connectionless: data is sent without setup 

Segment retransmission and flow control through 
windowing 

No windowing or retransmission 

Segment sequencing: stream based; data is sent 
by application with no particular structure 

No sequencing: message based; data is sent in 
discrete packages by the application 

Reliable delivery of packet: all data is 
acknowledged. Needs optimization in mobile 
networks 

Unreliable: best-effort delivery without 
acknowledgments. Basis of protocol evolution in 
mobile networks 

                                                      
17 http://conferences.sigcomm.org/co-next/2013/program/p303.pdf  
18 https://tools.ietf.org/html/draft-tsvwg-quic-protocol-02 
19 End-to-End Security - The Internet Protocol Journal, Volume 12, No.3  
20 Relaxing Privacy Vow, WhatsApp Will Share Some Data with Facebook,   
21 The TCP core transport protocol is established in RFC 675 and UDP is filed in RFC 768. The most recent RFC is 7892. 

http://conferences.sigcomm.org/co-next/2013/program/p303.pdf
https://tools.ietf.org/html/draft-tsvwg-quic-protocol-02
http://www.cisco.com/c/en/us/about/press/internet-protocol-journal/back-issues/table-contents-45/123-security.html
http://www.nytimes.com/2016/08/26/technology/relaxing-privacy-vow-whatsapp-to-share-some-data-with-facebook.html?_r=0
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Header size is 20 bytes Header size is 8 bytes 

FTP, Telnet, SSH, SMTP, DNS, HTTP, POP, 
NNTP, IMAP, BGP 

Multimedia applications, DNS, BOOTP, DHCP, 
TFTP, SNMP, RIP, SKYPE, VoIP 

From CAIDA,22 the transport protocol TCP still dominates in terms of packets and bytes, and for the mobile 
network. Most streaming media uses TCP protocol, but UDP is now often responsible for the largest fraction 
of flows on a given link. The UDP flows far exceed TCP in terms of volume because the DNS queries are 
UDP.  

PROTOCOLS BASED ON TCP / UDP 

TCP was designed for stable wired networks, whose advantages are persistent connections, reliability and 
being able to use packet of arbitrary sizes. TCP is challenged in mobile networks due to the dynamic nature 
of radio link, including fading, disconnections, limited bandwidth, cell coverage, interference and latency. 
The congestion-control mechanism can cause significant packet delay in wireless network. Hence the need 
for a TCP alternative that works well in wireless applications.23  

Different protocols evolved to address TCP’s inherent problems. These include PLUS (formerly Substrate 
Protocols for User Datagrams),24 LEDBAT (BitTorrent), Skype (Microsoft), QUIC (Google) built on top of 
UDP, and MPTCP which is TCP Minon built on top of TCP. With the adoption of HTTP/2, web protocols 
are evolving toward a more optimized delivery of content. 

Furthermore, the IETF supports in the context of Reliable Multicast Transport several unidirectional UDP-
based protocols that permit scalable delivery of objects over UDP. The protocol suite provides the key 
components for the 3GPP MBMS protocol which, combined with formats, permit the distribution of ABR 
multicast services through MBMS and on top of UDP. The key protocol is File Delivery over Unidirectional 
Transport (FLUTE). ATSC recently optimized the protocol for real-time object delivery referred to as 
ROUTE. PLUS is an evolution of the concept in SPUD. Table 5 summarizes these protocols. 

Table 5: TCP/UDP Based Protocol Evolution Examples. 

TCP Based Protocol UDP Based Protocol 

SPDY (Speedy) PLUS (Previous SPUD) 
SPUD (Session Protocol for User Datagrams) 

SCTP (Stream Control Transmission Protocol) LEDBAT (Low Extra Delay Background 
Transport) 

MPTCP (multipath TCP) QUIC (Quick UDP Internet Connection) 
FLUTE (File Delivery over Unidirectional 
Transport) 

SKYPE (Microsoft VoIP & instant messaging),  
RTCP Real-time Transport Control Protocol 

ROUTE (Real-Time Object Delivery over 
Unidirectional Transport) RTMFP (Real-Time Media Flow Protocol) 

TCP Minion (Project evolve the TCP protocol) RTP(Real Time Transport Protocol) 
RTCP(RTP Control Protocol) 

  

                                                      
22 Center for Applied Internet Data Analysis, Analyzing UDP Usage  
23 Use Cases for Communicating End‐Points in Mobile Network Middleboxes  
24 Use Cases for Communicating End-Points in Mobile Network Middleboxes, IAB MaRNEW Workshop September 2015 

https://www.caida.org/research/traffic-analysis/tcpudpratio/
https://www.iab.org/wp-content/IAB-uploads/2015/08/MaRNEW_1_paper_12.pdf
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ANALYSIS OF QUIC 

Google proposed QUIC in 2012 25 to improve the perceived performance of connection-oriented web 
applications that are currently using TCP. QUIC’s concept is straightforward. It creates a UDP based 
protocol that has: 

• Reduced connection and transport latency.  
• Bandwidth estimation in each direction to avoid congestion.  

Figure 13 illustrates how HTTP, SPDY and QUICK relate to one another. 

 

Figure 13: HTTP, SPDY, QUIC Stack. 

QUIC supports a set of multiplexed connections between two endpoints over UDP and provides security 
protection equivalent to TLS/SSL. TCP and TLS/SSL routinely require one or more round trip times (RTTs) 
during connection establishment. In comparison, QUIC can commonly reduce connection costs towards 
zero RTTs. (i.e., send hello, and then send data request without waiting). With UDP, QUIC can support out-
of-order delivery, so that a lost packet will typically impact (stall) at most one stream. A contribution of QUIC 
to mobile networking is its resiliency to Inter-RAT handovers (e.g., Wi-Fi to LTE). QUIC provides a common 
connection identifier and it binds the stream to ensure service continuity from Wi-Fi to LTE. Figure 14 
illustrates the key differences between HTTP and QUIC, while Figure 15 illustrates QUIC’s zero RTT 
capability. 

 

Figure 14: HTTP (via TCP) vs. QUIC (via UDP). 

                                                      
25 QUIC, a multiplexed stream transport over UDP  

https://www.chromium.org/quic
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Figure 15: Startup Latency - HTTP over UDP: an experimental investigation of QUIC. 

The QUIC proposal has now been accepted by IETF as a working group.26 Initially QUIC was received with 
skepticism by the internet community, mainly because it collapses the fundamental layering of the internet 
protocols combining congestion control, security and transport. QUIC claims performance gains over TCP 
in mobile networks. So far, there is insufficient data to support these claims. Another issue is the 
industrialization of QUIC, with version control.  

IMPACT OF ENCRYPTION ON NETWORK MANAGEMENT 

Encryption causes traffic classification and network optimization techniques to break for mobile network 
operators. The biggest challenge is that mobile networks have scarce resources, and encrypted flows 
restrict optimization.  

IMPORTANCE OF TRAFFIC CLASSIFICATION IN MOBILE NETWORKS 

3GPP-based mobile networks classify traffic in order to assign an appropriate traffic bearer to each 
upstream and downstream flow. Each bearer has an associated QoS class. In particular, the radio 
scheduler assumes the right traffic classification has been produced by the higher layers and that the bearer 
assignment is correct. A wrong or inaccurate assignment would either cause an inefficient use of the radio 
interface, which, unlike copper / fiber-optic, is a scarce, finite resource. This impacts user QoE.  

DEGRADATION OF USER EXPERIENCE OVER MOBILE NETWORKS 

Encrypted & multiplexed transports—either web-specific such as HTTP/2, or general purpose such as the 
QUIC proposal—break a basic assumption that the 3GPP architecture makes: the notion that a 5-tuple27 
represents a single flow with a given set of stable QoS attributes. Instead, a QUIC or HTTP/2 session can 
carry multiple sub-streams over the same 5-tuple, all at the same time. These sub-streams are potentially 
different from the point of view of their required QoS treatment. Not allowing proper bearer identification in 
3GPP networks translates into a degradation of mobile network stability and a poorer service to users. 

A 3GPP mobile network is completely uninterested in the transported content. In order to function properly, 
it needs to understand how the transported streams need to be treated in terms of their latency budget, 

                                                      
26 BoF - QUIC accepted as a working group in July 2016 
27 A 5-tuple refers to a set of five different values that comprise a Transmission Control Protocol/Internet Protocol (TCP/IP) 
connection. It includes a source IP address/port number, destination IP address/port number and the protocol in use.  

https://datatracker.ietf.org/doc/agenda-96-quic/
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sensitivity to loss, etc. This information enables the network to map a packet on to the right bearer and 
ultimately schedule its transmission in the most efficient way. 

The ability to have a finer grained security mechanism should allow content providers to avoid distributing 
their server key material across the network nodes and thus prevent the risk of compromising their security. 
Network-aware info should be provided securely into the flow without compromising the integrity and 
confidentiality of the user transaction and can be decrypted by intermediary nodes, servers or user agents.  

It is upon mobile operators to ensure future mobile protocols reflect the trends and follow the progress in 
this particular space in order to guarantee the interoperability and avoid clashes with the internet based 
services. The 3GPP architecture has to adapt to accommodate encryption and protocol evolution. 

COOPERATION BETWEEN MOBILE NETWORK OPERATORS AND INTERNET PLAYERS 

These issues have been recognized. The Internet Architecture Board (IAB) held a workshop in 2015 on 
stack evolution in a middle box internet (SEMI).28 As a follow-up, a new research group on How Ossified is 
Protocol Stack (HOPS) was proposed in IETF.29  

In parallel, the internet community and mobile operators have been working on solutions addressing some 
of the impacts associated with ubiquitous protocol encryption on mobile networks. On September 2015, a 
joint IAB-GSMA workshop hosted by AT&T in Atlanta outlined some of the challenges associated with the 
pervasive adoption of encryption on mobile networks.30 As a result of the workshop, two major working 
directions for two specific use cases were identified: 

• Encrypted distributed caching. 
• Exchange of traffic information between operators and content providers. 

To tackle the two problems, two BoFs were created in IETF 95: 

• Alternatives for Content Classification for Operator Resource Deployments (ACCORD). 
• Limited Use of Remote Keys (LURK). 

The ACCORD BoF focused on identifying solutions for enabling mobile networks to perform traffic 
classification for the purposes of managing radio resources efficiently, without exposing any sensitive 
subscriber information. The increased use of TLS and other encrypted transports makes these types of 
classification attempts more difficult. The goal was to examine both what, if any, specific network treatments 
need to be elicited for the efficient operation of radio access networks and what the minimal communication 
to elicit those treatments for encrypted traffic would be. 

A couple of mechanisms to deal with network congestion were reviewed: 

• One proposal placed the resolution for issue of traffic optimization on modern queuing and 
scheduling algorithms such as FQ-Codel.31 

• Another proposal introduced the concept of a 1-bit Latency Loss Tradeoff indicator.32 

                                                      
28 https://www.iab.org/activities/workshops/semi/  
29 https://trac.tools.ietf.org/group/irtf/trac/wiki/hopsrg  
30 https://www.iab.org/activities/workshops/marnew/  
31 https://tools.ietf.org/html/draft-ietf-aqm-fq-codel-06   
32 https://www.ietf.org/id/draft-you-tsvwg-latency-loss-tradeoff-00.txt  

https://www.iab.org/activities/workshops/semi/
https://trac.tools.ietf.org/group/irtf/trac/wiki/hopsrg
https://www.iab.org/activities/workshops/marnew/
https://tools.ietf.org/html/draft-ietf-aqm-fq-codel-06
https://www.ietf.org/id/draft-you-tsvwg-latency-loss-tradeoff-00.txt
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Another proposal is the concept of blind caching33 as a solution to content delivery challenges with the rise 
of encryption. It enables internet players (content owners) to deliver content faster by utilizing the support 
of a secondary server, called the “blind cache.” Any content cached on it remains encrypted and tamper-
proof. Figure 16 illustrates where the blind cache resides in the network.  

 

Figure 16: Blind Cache Keeps Content Encrypted and Secure. 

A lot of work is still going on. The various initiatives show the desire to bridge the gap between the internet 
players and network operators in order to reach agreements on evolved protocols that strike the right 
balance between privacy, security, efficiency and serve all the stakeholders involved in the delivery of next 
generation services. 

The 3GPP architecture is clearly defined based on traffic classification and QoS. It is not built to take into 
account end-to-end encryption. Protocol evolution and encryption will have to be considered in the network 
architecture for 5G. 

PROTOCOL EVOLUTION IS WORK IN PROGRESS 

The dialog continues around protocol evolution, encryption and mitigation of the network management 
challenge.34 The best path forward is to continue the cooperation on QUIC, PLUS (SPUD), LURK and how 
it all ties to 3GPP and ongoing 5G work. 

Path Layer UDP Substrate (PLUS)35 (previously: Substrate Protocol for User Datagrams-SPUD36) permits 
cooperative communications between devices on the network path and endpoints so they can share 
relevant information about the end-to-end conversation. PLUS is carried over UDP and adds fields allowing 
the path to declare information that can be consumed by the middle box or, conversely, allowing the middle 
box to declare information that can be consumed by the path. 

The higher motivation of PLUS is to contribute to transport protocol evolution. To achieve this goal, PLUS 
inserts itself between API-accessible UDP transports and the new or legacy transport protocol. No operating 
system kernel modifications are needed, thus allowing the PLUS stack to live in user space. A consequence 

                                                      
33 https://www.ericsson.com/sectionspage/160823-blind-cache_940234654_c  
34 http://www.ietf.org/blog/2016/06/new-topics-at-the-berlin-meeting/  
35 https://datatracker.ietf.org/wg/plus/charter/  
36 J. Hildebrand and B. Trammell, "Substrate Protocol for User Datagrams (SPUD) Prototype," 

https://www.ericsson.com/sectionspage/160823-blind-cache_940234654_c
http://www.ietf.org/blog/2016/06/new-topics-at-the-berlin-meeting/
https://datatracker.ietf.org/wg/plus/charter/
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is that experimentation with real UEs is possible without having to go to the operating system for kernel 
changes. 

PLUS should be able to expose on a per-packet basis an attribute that can potentially be mapped to one 
of the existing 3GPP QoS Class Identifier [QCI] values. The traffic flow template (TFT) could use this explicit 
signal to efficiently map the packet to its intended bearer. The dual requirement for the superstrate (i.e., the 
actual transport protocol) is that data belonging to sub-streams with incompatible QoS are encapsulated 
into separate UDP packets. 

RECOMMENDATIONS FOR A MOBILE FRIENDLY PROTOCOL 

It is impossible to completely retire TCP due to its strong presence on the internet. TCP’s greatest design 
decision is the end-to-end principle. Only the nodes communicating have to worry about reliability and 
ordering, and the nodes in between can pass around messages in delightful ignorance. Can a mobile-
friendly protocol be developed? Some principles for the mobile friendly protocol design would need to 
consider and support:  

• Adaptive dynamic bandwidth allocation. TCP optimization is one layer, and the second layer is 
media layer optimization. In addition, the concept that TCP needs to be more radio-aware is also 
discussed. In an ideal environment, internet players/content owner should collaborate with network 
operators. Awareness of service should be made available in a transparent manner between 
server, network and client.  

• Cooperation with radio scheduler. The scheduler effectively deals with handoffs, packets lost, etc. 
The base station scheduler data can be used to optimize the content for the end user. If there is 
cooperation between internet players and mobile operators (e.g., manifest files), that mitigates the 
need to unencrypt the network. 

• Compatibility with legacy TCP. This allows the application to fall back and does not require any 
change in software of existing mobile phones. 

• Can handle frequent and long disconnection from mobile users. 
• Takes the middle box into consideration. The mobile network itself is a set of middle boxes 

exchanging information about subscriber mobility. 

Cooperation and collaboration between mobile operators, equipment manufacturers, 3GPP and internet 
standards bodies is an important step toward creating an evolved internet protocol. The evolved protocol 
should preserve user privacy, optimize the video traffic on wireless networks and allow network operators 
to manage their radio resources.  

CHALLENGES TO NETWORK SECURITY 

Volumetric DDoS attacks have increased over the past few years. Some have been well documented and 
show how they are dangerous to not only the intended victim, but also to edge and transient networks 
because volumes generated can exceed 500 Gbps37.  

                                                      
37 https://www.arbornetworks.com/images/documents/WISR2016_EN_Web.pdf  

https://www.arbornetworks.com/images/documents/WISR2016_EN_Web.pdf


22 
5G Americas White Paper – Mobile Video Optimization and Impact of Encryption 
 

 

Figure 17: DDOS Attacks on ISP Links over Two Weeks Despite Mitigation Techniques. 

A volumetric DDoS attack is when multiple systems target a single host or network by sending a very large 
amount of traffic in order to overwhelm the target host or network. These attacks exploit features either built 
into, or left out of, legacy protocols and are largely made possible due to the way UDP, the transport protocol 
these legacy application layer protocols ride over, functions.  

As discussed earlier in this paper, UDP is a connectionless protocol, which means that it does not validate 
the source device. Instead, it leaves validation to higher layer protocols to decide whether to implement 
them. Most new applications that run over UDP have session handling built into the higher layer protocol, 
but many legacy protocols do not. Hackers are able to take advantage of this lack of source validation by 
both the application and transport layer protocols by spoofing the source of the request. This allows them 
to send a request to a server running a vulnerable protocol as if the requests came from the victim, which 
in turn causes the server to send the response back to the victim.   

This obviously is a problem, but it is exacerbated by features in legacy protocols that allow an attacker to 
amplify a single request up to 556 times.38 This means an attacker could send a single request to a server 
and receive a response 556 times greater. By coupling the ability to spoof whom the request is from with 
the ability to amplify the response by such an amount, attackers are able to fairly easily generate huge 
amounts of traffic that can quickly overwhelm edge networks. 

UDP NORMAL OPERATION VS. IN DDOS ATTACK 

Under normal operation, UDP makes up a fairly constant ratio of in/out ISP edge traffic, averaging 3 to 10 
percent. It is comprised of both legacy applications such as DNS and NTP, and newer applications such as 
QUIC, Hangouts and FaceTime. There are many other applications running over UDP that are equally 
important, but these are some of the top ones seen during normal operations.   

The ratio of in to out ISP traffic becomes even more apparent when breaking down per application. DNS, 
for example, has a normal ratio of 66/34 for in/out traffic with 85 percent of the traffic to U.S. servers. This 
amount of traffic grows throughout the day, but the ratio is fairly stable. 

During a DDoS attack, the normal ratio of UDP vs. non-UDP, and in vs. out, becomes completely flipped.  
Table 6 shows how this traffic changes during an attack for two popular legacy protocols. Following with 

                                                      
38 http://www.christian-rossow.de/publications/amplification-ndss2014.pdf  

http://www.christian-rossow.de/publications/amplification-ndss2014.pdf
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the DNS example, it goes from 85 percent of the traffic from U.S. servers to 20 percent. This is due to the 
nature of these attacks being distributed across servers worldwide. It’s important to note that U.S. servers 
are not exempt from this abuse because the attacks come from both inside and outside the U.S.  

Table 6: Top UDP Traffic Patterns During Normal Operations and DDOS. 

 Normal DDoS 
 In/Out Ratio US/Foreign Ratio In/Out Ratio US/Foreign Ratio 
DNS 66/34 80/20 20/80 15/85 
NTP 50/50 95/5 97/3 25/75 

To gauge the frequency and severity of volumetric DDoS attacks, DNS and NTP traffic were monitored on 
one U.S. carrier ISP links for two weeks. Figure 18 shows how attacks were seen multiple times a day, 
varied from a few hundred Mbps to several Gbps, combined multiple vulnerable protocols and stretched for 
extended periods of time. In fact, one attack during this study lasted 30 hours. Another thing learned is that 
throughput per server for the top hosts vary per impacted protocol. In the attacks analyzed, NTP hosts 
generated up to 10 times more traffic per host than was seen in DNS attacks. This closely follows the 
amplification factor. 

 

Figure 18: DDOS Attacks on ISP Links over Two Weeks Despite Mitigation Techniques. 

SOLUTIONS TO PREVENT DDOS ATTACKS 

The solutions to this specific attack vector require both ISP and server admins to take action. ISPs around 
the world should block spoofed packets sourcing from their network. BCP 38 39  and the Spoofer 40 
specifically address this. If implemented, this would severely hamper a hacker’s ability to generate such 
large volumes of traffic without detection or considerable resources. Servers running these vulnerable 
protocols should be patched or configured in such a way to limit the impact each server can have. This will 
help, but there is a large population of embedded devices that may be very difficult to patch. 

Because it takes time to implement permanent solutions, and because hackers are always adapting, ISPs 
must take action to prevent the impact these attacks have on the broader Internet. As of the writing of this 
paper, there are 14 known protocols that are vulnerable to amplification attacks, and there are a number of 
well documented methods available to counter these attacks.41 A few of these mitigation techniques are 
outlined in Table 7.   

Ideally these countermeasures would only be implemented for the impacted protocols and servers known 
to be vulnerable, but the groups performing these attacks adapt as the attacks become less effective.  This 
may cause these protection mechanisms to become broader, which in turn will cause them to bleed over 
to other UDP protocols during DDOS attacks.  

 

                                                      
39 Defeating Denial of Service Attacks 
40 https://www.caida.org/projects/spoofer/  
41 https://www.us-cert.gov/ncas/alerts/TA14-017A  

https://tools.ietf.org/html/bcp38
https://www.caida.org/projects/spoofer/
https://www.us-cert.gov/ncas/alerts/TA14-017A
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Table 7: DDOS Mitigation Techniques. 

Technique Description 
UDP Rate Limiting Applies a threshold for specific types of UDP traffic where anything 

above the threshold is dropped.  Normally has multiple queues so 
known UDP traffic is not dropped during an attack 

Remote Triggered Black Hole 
(RTBH) 

Establishes a policy that updates the routing table at the edge to 
drop source or destination networks that are the target of a DDOS 
attack.  Destination based filtering will make the attacked device 
completely unavailable to both the DDOS clients and legitimate 
clients. 

BGP Flow Spec Establishes a policy similar to RTBH, but allows for 1) more granular 
filtering and 2) more actions upon detection  

Appliance Several vendors offer appliance solutions 
DDoS Open Threat Signal 
(DOTS) 

Working group status at IETF that creates a client server architecture 
for responding to DDoS attacks.  Promotes inter-domain 
coordination in order to be most effective. 

UDP is ubiquitous and critical to the proper function of the Internet. The purpose of this white paper is to 
inform the community at large that there are countermeasures implemented at the edge and through 
transient networks that may bleed over to legitimate UDP traffic during a DDOS attack. The desire is not to 
drop legitimate UDP traffic during these attacks, but it is a necessary step to prevent the overall degradation 
for all users. With the rise of new protocols riding over UDP, the impact of some of these countermeasures 
may become more apparent. 

CONCLUSION   

As mobile traffic explodes due to even more video usage, it is imperative that networks are optimized 
accordingly. As Figure 19 illustrates, the optimum approach includes the video source, the mobile network 
and mobile device clients work in cooperation with one another. The network optimization techniques must 
evolve to cater to protocol evolution and the rise of encryption. 

 

Figure 189: Optimizing the Source, the Network and the Client is Key to Mobile Video Optimization. 

Design engineers are developing new protocols and employing encryption to reduce the impact of protocol 
ossification, security and privacy concerns. These protocols (e.g., QUIC) use UDP to optimize the video 
content by attempting to fix the inherent disadvantages of TCP over mobile networks The performance 
improvement of QUIC is a work in progress, and the IETF has formed a working group to continue 
development based on the concepts behind QUIC.  
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Mobile network operators are challenged with ability to manage the video traffic explosion on their network 
with encryption. One particular impact of increased of UDP-based protocols is the increase in DDoS attacks.  

There is a collaboration between internet providers/players, privacy advocates and mobile network 
operators where protocol evolution is nurtured in alignment with mobile network and device/client 
optimization techniques. The source, the network and the client all play critical roles in enhancing the user 
experience. This evolution has to continue without compromising the security and privacy concerns and 
also by mitigating the DDoS attacks attributable to these protocols. 

APPENDIX 

PLUS 
(SPUD) Cisco 

Path Layer UDP Substrate (PLUS), previously called: Substrate 
Protocol for UDP Datagrams, a new transport encapsulation built 
atop UDP which provides packets are grouped into tubes. Tubes 
allow transport protocols using SPUD to multiplex multiple streams 
over a given UDP socket, SPUD contains a facility to signal the start 
and end of a tube, in order to assist NAT devices and other 
middleboxes along the path with state setup and teardown; arbitrary 
data can be added to each packet, in order to allow endpoints to 
make declarations about packets and the tube, and to allow 
middleboxes to make declarations about the path with respect to a 
tube. There is no deployment due to no encryption method built. 

LEDBAT Bit Torrent/Apple 

Low Extra Delay Background Transport is a delay-based congestion 
control algorithm that uses all the available bandwidth while limiting 
the increase in delay; it does so by measuring one-way delay and 
using changes in the measurements to limit congestion that the 
LEDBAT flow itself induces in the network. 

QUIC Google 

QUIC (Quick UDP Internet Connections) is a new transport protocol 
for the internet, developed by Google. 
QUIC solves a number of transport-layer and application-layer 
problems experienced by modern web applications, while requiring 
little or no change from application writers. QUIC is very similar to 
TCP+TLS+HTTP2, but implemented on top of UDP. Having QUIC 
as a self-contained protocol allows innovations which aren’t possible 
with existing protocols as they are hampered by legacy clients and 
middleboxes. 

SKYPE Microsoft 

Skype was the first peer-to-peer IP telephony network. Skype used 
computers and Internet connections as third parties for UDP hole 
punching (to directly connect two clients both behind NAT) or to 
completely relay other users' calls. Require license to implement. 

RTMFP Adobe 

The Real-Time Media Flow Protocol (RTMFP) is a communication 
protocol from Adobe that enables direct end user to end user peering 
communication between multiple instances of the Adobe® Flash® 
Player client and applications built using the Adobe AIR® framework 
for the delivery of rich, live, real-time communication. 

 

SPDY Google 

SPDY is a networking protocol whose goal is to speed up the web. 
SPDY augments HTTP with several speed-related features that can 
dramatically reduce page load time. Google retired SPDY replace it 
by HTTP/2 

SCTP 
IETF Signaling 
Transport 
Working Group 

Stream Control Transmission Protocol (SCTP) is a transport-layer 
protocol, serving in a similar role to the popular protocols TCP and 
UDP. It is standardized by IETF in RFC 4960. SCTP provides some 
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of the same service features of both: it is message-oriented like UDP 
and ensures reliable, in-sequence transport of messages with 
congestion control like TCP; it differs from these in providing multi-
homing and redundant paths to increase resilience and reliability. 

MPTCP C. Paasch, S. 
Barre, et al. 

Allowing a Transmission Control Protocol (TCP) connection to use 
multiple paths to maximize resource usage and increase 
redundancy. increases TCP throughput to the sum of all available 
link-level channels instead of using a single one as required by plain 
TCP 

TCP Minion Apple 
Turn legacy protocols into minions that offer an 
unordered datagram service, multistreaming, message boundaries, 
unordered delivery, optional congestion control 

FLUTE IETF/3GPP 
Object delivery protocol built on top of LCT in order to enable 
scalable distribution of objects. Used in 3GPP MBMS for real-time 
streaming in combination with DASH as defined in TS26.346. 

ROUTE ATSC 
Extension to FLUTE in order to optimize delivery of real-time objects, 
primarily including timing and latency optimizations. With DASH, 
provides a full UDP-based content delivery protocol. 
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