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1. INTRODUCTION 

Operation Support Systems/Business Support Systems (OSS/BSS) are the heart of telecom operations 
and will be heavily impacted with 5G-based application and services. 

The Next Generation Network (NGN) and its Operations Support Systems (OSS) and Business Support 
Systems (BSS) market provide capabilities that have become an absolute requirement for Communication 
Service Providers (CSP) of all types including integrated legacy carriers (fixed, wireless, and cable/Internet), 
Multiple System Operators (MSO) and Over-the-Top (OTT) providers. Ten years ago, the OSS BSS market 
was driven largely by a need to consolidate operational support and billing, as well as prepare for next-
generation IP-based networks and services. A decade later, these reasons are still important along with 
many other reasons.  

5G will require OSS BSS support for Network Slicing, both in terms of administration of slice allocations 
(including Service Level Agreements) as well as billing for slices and usage. CSPs will also require OSS 
BSS for support of massive Internet of Things (MIoT) systems enabled by 5G.  

The Internet of Things will require operational support for intermediation between networks and systems. 
IoT billing and settlement will become significant in the near term, and in the longer term IoT authentication 
and authorization and the potential use of Blockchain will emerge as a key market for NGN OSS.  

As a result of 5G, there will be many new next generation services that may be highly immersive, such as 
Virtual Reality (VR). New business models will emerge for VR and other apps that will require NGN OSS 
BSS support.  
 
With 5G, cooperation among different interacting parties (therefore, Mobile Network Operators (MNO), 
Internet Service Providers (ISP), Communication Service Providers (CSP), Network Service Providers 
(NSP), Application Service Providers (ASP), Verticals) will be needed to share the spectrum, network and 
IT resources and to build a shared and cooperative digital ecosystem. Therefore, automated and 
standardized process flows across these interacting parties will be needed in control plane, user plane, and 
management plane (including OSS/BSS). The processing of the network and application services needs to 
be done near the edge of the network for some critical use cases, for example, Information-Centric 
Networking (ICN), and Massive and Critical Machine-Type Communication (MTC). 
 
This 5G Americas Management, Orchestration and Automation white paper provides an overview of the 
5G system, and the challenges it presents for the Operations Support System (OSS). The white paper also 
outlines the new and enhanced OSS solutions that are being proposed for the management, orchestration 
and automation of 5G networks. This white paper aims to help the Communication Service Providers 
(CSPs) concerned with 5G network management to familiarize themselves with the new OSS concepts and 
solutions in preparation for 5G network deployment. 
 
5G network technology is transitioning rapidly from the realms of research and development (R&D) to 
consumer-ready deployments by most CSPs in the US and across the globe. Aside from the global race to 
achieve 5G first, there is a national race among U.S. mobile CSPs to be the first to offer 5G to their 
customers. The 5G network deployments are well underway with some highly localized 5G availability 
announced in the first half of 2019. Initial 5G rollout coverage will vary from selected small geographical 
areas to large metropolitan coverage depending upon individual CSP’s spectrum band holdings. These 
initial rollouts will enable CSPs to test new 5G technologies and troubleshoot preliminary issues before 
nationwide deployments. The two classes of 5G system deployment architecture options are Non-



5G Americas White Paper: Management, Orchestration & Automation 5 
 

Standalone (NSA) and Stand Alone (SA). Most CSPs will initially deploy them in different configurations 
depending on market and evolution strategies, which will require special considerations of the OSS/BSS 
supporting them.  
 
While full-featured nationwide 5G network deployments require further development, there is an opportunity 
to investigate what Operations, Administration and Management (OAM) functions would be needed for 
successfully managing a 5G network experience. Section 2 outlines the key new technologies that drive a 
5G network, what OAM challenges they pose and what solutions are being developed for operating a fully 
featured 5G network. Section 3 outlines recent developments of the 5G OAM aspects in 3GPP. This white 
paper also intends to highlight some areas of OAM technology that require further collaborative study by 
the wireless industry. 

2. OSS/BSS CHALLENGES AND OPPORTUNITIES IN MOBILE 5G NETWORKS   

4G networks are going through a significant transformation. The evolution of the 5G technology is creating 
new opportunities in new market sectors while driving demand for both service and new telecom 
applications. Many industry associations have conveyed that the advent of 5G technology will deliver 
significant performance improvements while acting as a launchpad for new and innovative revenue-
generating services that can be delivered efficiently and cost-effectively. 

According to a 2018 report by TM Forum, up to 72 percent of 5G revenue growth is dependent on 
transformation of operational and business support systems (OSS/BSS). The business benefits of 5G are 
reliant on the development of better, automated, and integrated management and operational capabilities. 
The report continued by stating that failing to modernize OSS/BSS could result in an immediate and 
negative impact on revenue, with up to 67 percent of potential revenue at risk.1 

The key areas addressed in this section on the challenges and opportunities presented in mobile 5G 
networks include real-time and distributed service assurance, service centric assurance, contextual service 
assurance, orchestration integration and close loop automation, Multi-Access Edge Computing (MEC) 
orchestration, Network Slicing, dynamic provisioning, un-instrumented apps/devices support, smart 
databases, dynamic inventories, Artificial Intelligence/Machine Learning (AI/ML) and analytics in 5G 
networks, Open Source developments, Zero Touch Network and Service Management (ZSM), Evolution to 
Cloud Native Functions, and Service Assurance Costs versus Benefits/ROI. 

2.1 REAL-TIME AND DISTRIBUTED SERVICE ASSURANCE 

Legacy service assurance systems deployed in today’s mobile networks are mostly centralized. These 
systems provide for a reactive fault remedial model, based on which network Fault and Performance 
Management raw data (alarms, events, states, counters, packets, and etcetera) is collected. This can be in 
either real-time or at periodic intervals, parsed, normalized for storage and enriched with additional 
information. The data is then stored in central repositories and used by alarm generation and performance 
data reporting. The alarms and performance reports are sent to a centralized Network Operation Center 
(NOC) for the human operators to examine them and decide on an appropriate corrective action. These 
are inherently manual operations largely dependent on human intervention for remedial actions. For 
example, Root Cause Analysis (RCA) or Trouble Ticketing (TT). Despite some successful efforts to 
automate these processes to reduce human dependency, errors and to expedite corrective actions, 
problem detection and resolution still takes too long. Therefore, despite being augmented by some 
automation, these systems are not real-time. Moreover, these service assurance systems are reactive; they 

 
1 5G Monetization: Operational Imperatives, TM Forum, June 2018. 

https://inform.tmforum.org/research-reports/5g-monetization-operational-imperatives/
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lack the ability to predict a service level problem before it occurs and prevent it from happening. Figure 2.1 
depicts a centralized service assurance system for a wireless network. 
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Figure 2.1. Centralized Service Assurance System for a Wireless Network. 

Figure 2.2 depicts a Network Operations Center (NOC) architecture based on a Centralized OSS Data 
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Figure 2.2. Network Operations Center (NOC) Architecture Based on a Centralized OSS Data Center. 
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Many 5G and IoT networks are being designed to meet the requirements of the use cases that demand 
Ultra Reliable Low Latency Communication (URLLC), high reliability and zero downtime. In many cases, 
URLLC and improving User Experience (UE) are being addressed by Multi-Access Edge Computing (MEC) 
platforms. A network failure could be catastrophic with serious consequences such as death, as in the case 
of autonomous vehicles or remote surgery. Therefore, a service assurance system for 5G must be real-
time and based on a problem prevention paradigm.  

Some mobile network elements must be distributed with fragmented compute resources to perform the 
processing close to the applications residing on end devices (for example, a smartphone). This is mostly 
due to the low latency requirements of 5G. As emerging 5G networks are virtualized, the Network Function 
Virtualization (NFV) resource orchestrator enables dynamic network resource allocation. In addition, it 
facilitates flexible placement of network elements with appropriate implementation of Management and 
Orchestration solutions automating the Life Cycle Management workflows.  

A service assurance system for 5G must itself be as low latency, real-time, dynamic and distributed as the 
network it manages. A paradigm shifts away from a centralized to a hybrid model is necessary to achieve 
this. A real-time distributed service assurance system will need to be present with full capability (data 
collection, analytics and root cause analysis) wherever the network traffic is processed with the localized 
compute resources. These resources (for example, at a wireless edge) are necessary to locally process 
the management data (faults, performance, packets, and etcetera) in order to trigger service assurance 
events instantaneously in real-time. For example, a resource orchestrator in an NFV environment is 
responsible for taking corrective actions. The service assurance system should also continuously monitor 
and predict likely problems in the network using advanced analytics. For example, a trigger to identify a 
pattern of diminishing memory on a compute resource may allow an Orchestrator to adjust compute 
resources accordingly to prevent the problem from occurring. Figure 2.3 depicts a real-time distributed 
service assurance system for a wireless network. 
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Figure 2.3. Real-time Distributed Service Assurance System for a Wireless Network. 
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2.2 SERVICE CENTRIC ASSURANCE 

A Service Centric Assurance (SCA), also referred to as Service Centric Network Management, focuses on 
assuring quality and reliability of Services that ride on a network rather than managing the network itself. 
Ultimately, service performance depends on the health and well-functioning of the network resources it 
uses, but SCA is not directly concerned with active management of networks. 5G networks are being 
designed with service centric architecture using specific network resource configurations, such as network 
slicing, for services that require support for their unique features. The SCA clearly differentiates between 
the network management functions of physical, virtual and logical resources, and the service management 
functions that primarily look at the user or application level experience with guaranteed Service Level 
Agreements (SLA). 
 
A service may traverse multiple communications networks in a 5G Service Centric network, but it is 
identified and tracked independently of the network. An SCA system enables monitoring and collection of 
management data for individual services. These may include tracking of service, its usage of network 
resources, billing data, user experience, and etcetera. 

An SCA architecture requires end-to-end service modeling with network and compute infrastructure 
dependency relationships. Such modeling allows SCA to determine whether a network failure is also a 
service failure. A well designed SCA system that supports stringent SLAs (for services that demand high 
availability, reliability or low latency) exploits the service centric features of the underlying networks to 
ensure that network failures do not result in service disruptions and with the SLAs compromised. For 
instance, a service centric network in an NFV environment ensures that the alternative physical and virtual 
resources can be made available dynamically, in case of a service impacting network failure. An SCA 
system keeps track of the available alternate resources to ensure it can use them when a failure occurs or 
is about to occur to avoid service disruptions. Consequently, SCA complements a service centric network 
architecture by utilizing its features to ensure zero or minimal service interruptions.  

In legacy networks, network Key Performance Indicators (KPIs) are used to determine the health of the 
services running on the network. In 5G networks, end to end service KPIs (user/application experience) will 
be used to trigger the Orchestrator and continuously adjust the network resources (Life Cycle Management) 
to meet or exceed the agreed SLA for a service.  

The term “service assurance” has been synonymous with “network assurance” for a long time. Service 
Quality Management (SQM) actually deals with end user services and is considered a separate function 
that requires a service assurance system. The notion of Service Operations Center (SOC), in contrast to 
Network Operations Center (NOC), has existed for some time, but it is increasingly relevant with 5G 
networks. 5G networks incorporate new architectural configurations, such as network slices or edge 
computing. These are developed to enable delivery of services with specific performance characteristics 
like guaranteed response time, zero downtime, uninterrupted service, and etcetera. While the Service 
Assurance of a Network Slice is considered network assurance, it is indirectly linked to all service instances 
that ride on the Slice. It is difficult to consider network management in isolation from the management of 
services. However, SCA conceals the complexity of network assurance from the service assurance and 
presents network assurance as a layer of abstraction.  

2.3 CONTEXTUAL SERVICE ASSURANCE 

5G networks are expected to produce very large quantities of management data from a vast variety of 
sources. This includes traditional network elements as well as compute resources that are part of Software 
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Defined Networking (SDN) and Network Function Virtualization (NFV) infrastructure owned and housed by 
CSPs and public cloud vendors. The combination of management data and reference data (stored in 
various databases) will be used to perform very complex service assurance tasks associated with the use 
cases unique to 5G networks. The service assurance in 5G presents some challenges that require new 
concepts and technologies to address them. One such concept is Contextual Service Assurance. 
Contextual service assurance is gaining attention, especially with Network Slicing expected to empower 
many services to run on their respective, logical networks enabled on the common infrastructure. 
Contextual service assurance is a new approach to service assurance that will require improved tools to 
help manage network slices. For example, managing by constantly correlating between user experience 
and network resource utilization KPIs of the slices and triggering appropriate corrective actions to the 
service and resource orchestrators, if needed.   

A contextual service assurance requires a balancing act between the network management system and 
the resource orchestrator. This ensures a service is appropriately prioritized in meeting its SLA obligation. 
Several factors (Contexts) are considered when determining the importance (priority) of one service against 
others that are competing for the same network and compute resources.  

 

Figure 2.4. Contextual Service Assurance. 

There are often multiple factors applied to determine when a service is operating within acceptable 
performance boundaries in contextual service assurance. Some of these factors may include but are not 
limited to:  

• The minimum amount of resources a service needs under low, normal and peek workloads to meet 
its SLAs (resource context) 

• Its onboarding process (configuration context) 
• What reference information (from an inventory system, for example) it requires for its operations 

(information context) 
• How service is supposed to deliver (KPI context)  
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A service assurance system will apply all available contexts to help the orchestrator to take the most 
appropriate life cycle management actions to maintain all services of varying priorities within its control. 
Based on the provided Service Assurance contexts, an Orchestrator will ensure that high priority service 
(like a remote surgery service) SLAs are not compromised while allowing a low priority service (like a car 
entertainment service) to occasionally operate at a lower Quality of Service (QoS) value.  

In 5G networks, the contextual service assurance concept is applied to network slices. Each slice shares a 
piece of the same network and compute resources but supports services with different QoS and SLA 
values. Typically, a network slice is created to support instances of particular type of service with specific 
properties (QoS values, SLAs, and etcetera). During the lifetime of the Slice, these attributes become the 
service assurance contexts of the slice. These are used by the Orchestrator’s life cycle management 
policies to ensure that the slices and the subsequent service instances run most optimally.  

Another example of a service assurance context is the additional information (information context) derived 
from an Artificial Intelligence/Machine Learning (AI/ML) application. This is used to predict the peak load 
times of a slice, for example, during peak traffic hours for an autonomous vehicle service. This information 
context enables a service assurance system to issue timely triggers to the resource Orchestrator. This 
allows the Orchestrator to reserve adequate resources for the slice ahead of time to ensure there are no 
service disruptions, and the users experience is maintained to an acceptable level. 

2.4 ORCHESTRATOR INTEGRATION AND CLOSE LOOP AUTOMATION  

5G will change the game by significantly shrinking the difference between cellular, fixed line and WiFi 
speeds. 5G can expand bandwidth to 30–300 Gigahertz (GHz) by using millimeter (mm) wavelengths of 1–
10 mm, compared to 4G Long Term Evolution (LTE) technology which uses 0.7–2.5 GHz bandwidth. Low 
latency will be provided in use cases like autonomous driving and remote surgery. In addition, 5G is 
expected to support up to 1 million connected devices per square kilometer (km) for the Internet of Things 
(IoT) devices. Accordingly, deployment of 5G networks boosts the demand for automation. Rolling out 
hundreds of thousands of small cells, macro cells and various network elements requires efficient 
fault/performance management and optimization. 

Due to developments in artificial intelligence, network providers are now able to rethink their 
operations to achieve end-to-end automation. However, most operators do not want to fully cede 
control to networks that decide their own direction and remove humans from the equation. They want 
their networks to become more ‘adaptive’ to respond to an ever-changing competitive landscape and 
consumer demands, which requires a coherent combination of human-controlled and -supervised 
automated operational processes, analytics-driven intelligence, and an underlying programmable 
infrastructure. 

Orchestration is the automated configuration, coordination, and management of computer systems and 
software.2 Orchestrator integration is the software for workflow automation that allows administrators to 
automate the monitoring and deployment of data center resources. Closed loop automation refers to an 
automatic control system in which an operation, process, or mechanism is regulated by feedback.3 

2.4.1 AUTOMATION AND ORCHESTRATION IN 5G NETWORKS  

It is extremely challenging to deliver a specific service under a certain SLA by accessing a multitude of 
network elements and interactions. The solution lies with automation: it can manage and optimize with little 

 
2 Wikipedia. 
3 Merriam-Webster Dictionary. www.merriam-webster.com/dictionary/closed%20loop. 
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human intervention with cases of routine health check, opening trouble tickets and solving network issues 
based on either Robotic Process Automation (RPA) or Machine Learning (ML).  

Orchestration is an approach of connecting systems to create optimized workflow that helps deliver optimal 
service to the users. Orchestration contributes to automation by coordinating the interactions and service 
flows across the network and giving the direction to SDN controllers as well. It connects automated tasks 
into a cohesive workflow to accomplish the goal in multi-domain, multi-layer and multi-vendor scenarios. 
These kinds of solutions may include scaling up/down for virtual function to maintain performance, while 
maximizing utilization of available network resources. For example, in the case of an increasing load, 
performance must be boosted and optimized based on available real-time resources. This becomes 
essential for 5G deployment. 

2.4.2 FORMS OF ORCHESTRATION 

Many use cases of NFV/SDN require an orchestration system that coordinates multiple vendors’ software 
and hardware. There are many techniques for orchestration. ETSI’s Zero touch network & Service 
Management (ZSM) group considers Service Orchestrators (SO) and Infrastructure Orchestrators (IO) 
which are Domain Orchestrators (DOs). An End-to-end (E2E) Multi-Domain Orchestration will be required 
when coordinating two or more domains. Service orchestration establishes and manages individual 
services in the network. Infrastructure or Domain Orchestration configures physical and/or virtual resources 
comprising the infrastructure. Therefore, the NFV domain orchestration includes resource orchestration and 
network service orchestration presented by NFVO in the Management and Orchestration (MANO) ETSI 
model. 
 
Network service orchestration commonly refers to a function that allows network operators to configure and 
automate multiple network elements to match the definition of user service, as shown in the 5G-PPP 
diagram in Figure 2.5. The multi-domain or cross-domain orchestration can be implemented with a flat 
model or with a hierarchy of orchestrators. Lifecycle Management/Orchestration of such services 
necessarily operates across multiple network domains. Figure 2.6 shows the areas where service 
orchestration and resource orchestration are applied. 

 

Figure 2.5. Service and Resource Orchestration.4 

 
4 5G PPP, View on 5G Architecture, July 2019, Version 3.0 
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Figure 2.6. Management and Network Orchestration (ETSI NFV MANO).5 

2.5 MULTI-ACCESS EDGE COMPUTING ORCHESTRATION  

5G and Multi-Access Edge Computing (MEC) are architectures that stand to disrupt the telecommunications 
world. Edge computing is a key technology required to support low latency traffic flows together with 
massive IoT (MIoT) services. MEC will be a fundamental tool to achieve 5G’s Ultra-Reliable Low Latency 
Communication (URLLC) service, which requires application latency to be less than 20 milliseconds (ms). 

2.5.1 INTRODUCTION 

Mobile network operators are transforming into service platforms with edge computing, and this opens the 
network edge for services and applications. ETSI ISG MEC (Industry Specification Group for Multi-access 
Edge Computing) is the home of technical standards for edge computing.6 

2.5.2 MULTI-ACCESS EDGE  

Based on the 3GPP TR 28.8037 standard, Figure 2.7 depicts how 3GPP network elements interact with 
non-3GPP network elements. Elements like Application Function (AF) and the local data network provide 
the services provided by ETSI GS MEC 010-2 V1.1.18 and 3GPP TR 23.7259. The AF may send requests 

 
5 5G-PPP, Ver. 3.0 June 2019. 
6 ETSI MEC Whitepaper No 28: MEC in 5G Networks.  
7 3GPP TR 28.803: Telecommunication management; Study on management aspects of edge computing.  
8 ETSI GS MEC 010-2 V1.1.1: Multi-access Edge Computing (MEC); MEC Management; Part 2: Application lifecycle, rules and 
requirements management. 
9 3GPP TR 23.725: Study on enhancement of Ultra-Reliable Low-Latency Communication (URLLC) support in the 5G Core network 
(5GC). 

https://www.etsi.org/images/files/ETSIWhitePapers/etsi_wp28_mec_in_5G_FINAL.pdf
https://www.etsi.org/deliver/etsi_gs/MEC/001_099/01002/01.01.01_60/gs_MEC01002v010101p.pdf
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to the SMF (Session Management Function) via the PCF (Policy Function) or the NEF (Network Exposure 
Function) to influence UPF (User Plane Function) (re)selection and traffic routing. 

The end-to-end latency of the traffic traveling from user equipment (UE) to the local data network includes 
the latency both within and beyond the 3GPP network. The latency within the 3GPP network is affected by 
the 5G QoS, which is the QoS a data flow receives edge-to-edge between the UE and the UPF. The latency 
outside the 3GPP network is related to the geographical locations of the UPF and local data network. 
Therefore, it is necessary to deploy the local data network and UPF in a manner that meets the end-to-end 
latency requirements of the services. 

 

Figure 2.7. 5G Edge Computing Network. 

Figure 2.8 depicts how the MEC system is deployed in an integrated manner in a 5G network. 

 

Figure 2.8. Integrated MEC Deployment in 5G Network. 

The MEC orchestrator in Figure 2.8 is a MEC system level functional entity which acts as an AF and can 
interact with the NEF. In some scenarios it directly interacts with the target 5G NFs. In the MEC 
management system, the MEC host and application orchestrator may dynamically decide where to deploy 
the MEC applications.  

2.5.3 CAPABILITIES EXPOSURE 

5G capability exposure to the MEC system, as shown in Figure 2.9, has the MEC orchestrator (MEC system 
level management) appear as a 5G AF, providing centralized functions for managing the computing 
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resources and operation of the MEC hosts. In addition, it offers orchestration of MEC applications running 
on MEC hosts. As a 5G AF, the MEC orchestrator interacts with the NEF and other relevant NFs for overall 
monitoring, provisioning, policy and charging capabilities. On the other hand, the MEC host might be 
deployed at the edge of the 5G RAN to leverage the advantages of MEC for optimizing application 
performance and improving users’ Quality of Experience. Therefore, it is possible that the MEC platform 
may need direct exposure to the Centralized Units (CUs) of the 5G RAN and potentially even the Distributed 
Units (DUs).1 

 

Figure 2.9. Capabilities Exposure. 

2.5.4 MULTI ACCESS EDGE REFERENCE ARCHITECTURE 

The functional elements that include the multi-access edge system and the reference points between them 
are depicted in the generic Multi-Access Edge Reference Architecture in Figure 2.10. Three reference point 
groups are defined between the system entities: (1) Mp, the reference points within the MEC platform 
functionality; (2) Mm, the management reference points; and (3) Mx, the reference points connecting to 
external entities. 
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Figure 2.10. Multi-access Edge System Reference Architecture. 

The multi-access edge system, consisting of the MEC hosts and the MEC management, are necessary to 
run MEC applications within an operator network or a subset of an operator network. The MEC system level 
management contains the multi-access edge orchestrator as its core component, which has an overview 
of the complete MEC system. The MEC host level management includes the MEC platform manager and 
the virtualization infrastructure manager. It is responsible for the management of the MEC specific 
functionality of a particular MEC host and its applications.  

The MEC host is an entity that contains a MEC platform and a virtualization infrastructure manager which 
provides compute, storage, and network resources to run MEC applications. The MEC platform is the 
collection of essential functionalities required to run MEC applications on a particular virtualization 
infrastructure and enable them to provide and consume MEC services. The MEC platform can also provide 
services. MEC applications are instantiated on the virtualization infrastructure of the MEC host based on 
configuration or requests validated by the MEC management.10 

2.5.5 VARIANT REFERENCE ARCHITECTURE FOR MEC IN NFV 

MEC and Network Functions Virtualization (NFV) are complementary concepts. The MEC architecture has 
been designed in such a way that a number of different deployment options are possible. A specified MEC 
architecture variant allows the instantiation of MEC applications and NFV virtualized network functions on 
the same virtualization infrastructure. Also, ETSI NFV MANO components are reused to fulfill a part of the 
MEC management and orchestration tasks. Figure 2.11 is a variant of the multi-access edge system 
architecture for the deployment of NFV functions. The following assumptions also apply to the Variant 
Reference architecture for MEC in NFV:  

1. The MEC platform is deployed in a VNF  
2. The MEC applications appear as VNFs towards the ETSI NFV MANO components 

 
10 ETSI GS MEC 003 V2.1.1 

https://www.etsi.org/deliver/etsi_gs/MEC/001_099/003/02.01.01_60/gs_MEC003v020101p.pdf
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3. The virtualization infrastructure is deployed as an NFVI and is managed by a VIM as defined by 
ETSI GS NFV 002 

4. The MEC platform manager (MEPM) is replaced by a MEC platform manager NFV (MEPM-V) that 
delegates the VNF lifecycle management to one or more VNF managers (VNFM) 

5. The MEC orchestrator (MEO) is replaced by a MEC application orchestrator (MEAO) that relies on 
the NFV orchestrator (NFVO) for resource orchestration and for orchestration of the set of MEC 
application VNFs as one or more NFV Network Services (NSs) 

 

Figure 2.11. Multi-access Edge System Reference Architecture Variant for MEC in NFV. 

2.5.6 MULTI-ACCESS EDGE SYSTEM LEVEL MANAGEMENT 

The Multi-Access Edge Orchestrator is the fundamental component of the MEC system level management 
with main roles in: 

• Maintaining an overall view of the MEC system based on deployed MEC hosts, available resources, 
available MEC services, and topology  

• On-boarding of application packages, including checking the integrity and authenticity of the 
packages, validating application rules and requirements and, if necessary, adjusting them to 
comply with operator policies, keeping a record of on-boarded packages, and preparing the 
virtualization infrastructure manager(s) to handle the applications  

• Selecting appropriate MEC host(s) for application instantiation based on constraints, such as 
latency, available resources, and available services  

• Triggering application instantiation and termination  

• Triggering application relocation as needed when supported 
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2.5.7 OPERATIONS SUPPORT SYSTEM (OSS)  

The Operations Support System (OSS) in Figure 2.11 refers to the operator OSS. The OSS receives 
requests via the CFS (Customer Facing Service) portal and from device applications for instantiation or 
termination of applications. It then decides whether to grant these requests or not. Once requests are 
granted, they are sent to the multi-access edge orchestrator for further processing. 

2.5.8 USER APPLICATION LIFECYCLE MANAGEMENT  

A user application is a MEC application instantiated in the MEC system in response to a user request from 
a device application. The user application lifecycle management proxy allows device applications to request 
on-boarding, instantiation, termination of user applications and relocation of user applications in and out of 
the MEC system (when supported). It also can inform the device applications about the state of the user 
applications.  

The user application lifecycle management proxy authorizes requests from device applications internally 
(for example, UE, laptop with Internet connectivity) and interacts with the OSS and the multi-access edge 
orchestrator for further processing of these requests. The user application lifecycle management proxy is 
only available when supported by the MEC system. 

2.5.9 ORCHESTRATION AND OPTIMIZATION OF ENTERPRISE APPLICATIONS 

Different enterprise applications (use-cases) may have different characteristics and requirements. For 
example, augmented reality conferencing may be latency sensitive and bandwidth intensive. However, 
location restricted BYOD (Bring Your Own Device) may require a seamless service when employees move 
within the enterprise campus from different access networks. Multiple types of enterprise networks provide 
an opportunity for MEC to orchestrate and optimize the performance of enterprise applications. For a MEC 
system to deliver a seamless, unified experience over many different types of access networks, information 
about the enterprise application’s requirements and the access networks may be necessary. Figure 2.12 
depicts a MEC deployment example across multiple different enterprise networks.11 

 

Figure 2.12. MEC Deployment across Different Enterprise Networks. 

 
11 ETSI White Paper No. 30 MEC in an Enterprise Setting: A Solution Outline. 

https://pdfs.semanticscholar.org/0c46/4ec3d1bba2587d10b4136ab9dc683824998e.pdf?_ga=2.78859028.1847917849.1565106029-900025495.1555616939
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MEC management could optimize the orchestration and scheduling of enterprise applications based on the 
application requirements and access network characteristics. For example, running on a MEC host close 
to the device location over one or multiple appropriate access network connections. For enterprise 
applications—like the augmented reality conferencing mentioned earlier—MEC management may choose 
a MEC host with high WiFi bandwidth or use fixed access connectivity for application delivery. For the 
location restricted BYOD access, enterprise applications may only on-board MEC hosts at a specified 
location. That way, only on-site employees can access the services from the enterprise applications on the 
local enterprise network.    

2.6 NETWORK SLICING 

5G technology is an essential business transformation enabler for communication service providers.  The 
“one slice fits all” service era and the associated business model is falling short as most industries need 
tailored network capabilities and business models. Additionally, the introduction of a broad spectrum of new 
devices requires reevaluation of connectivity and business models.  

2.6.1 NETWORK SLICING OVERVIEW  

5G networking standards define capabilities to deliver network slicing in a new and efficient manner. 
Network slicing allows the same network infrastructure to deliver support for many different network use 
cases, with each managing different capabilities. Capabilities like performance objectives on the same 
network, at the same time with maximum efficiency. Network slicing takes advantage of virtualization to 
combine network resources and dynamically build separate logical networks for specific purposes 
addressing individual use cases, industries, or enterprises.  

Each logical network or Network Slice Instance shares the same physical network infrastructure and 
support systems, but is effectively distinct and isolated. This separation provides special properties such 
as low latency, lower cost or massive scale. It can be also used to manage resources allocated to a 
particular Network Slice Instance. Orchestration automates the creation, modification and deletion of the 
Network Slice Instances and individual services carried within, while also handling the assignment of the 
underlying resources.  

Networks and network slices are traditionally built to realize services. However, a Network Slice Instance 
is not a service in itself; it exists to realize one or more services created. In a special case, where network 
slices are created for industries or enterprises as a ‘wholesale’ type of service, a network slice instance can 
map directly to an individual service (“Slice as a Service”) provided to the enterprise. A Network Slice 
Instance is a logical network serving a defined business purpose with a particular set of characteristics and 
comprises all the required network resources configured and connected together. Resources can be 
physical or virtual, and either dedicated to a particular slice, or shared between slices. The resources are 
not necessarily all produced by the same provider. Some may be sourced from other providers, enabling 
aggregation or roaming, for example. Management functions provide life cycle functions to compose, 
create, modify, operate & monitor and remove network slices. In certain cases, certain management 
capabilities can be “exposed” to customers for visibility and control of the network slice instance.  

Network slicing delivers the required performance parameters for each use case by creating a different 
network slice instance for different classes of traffic. This supports various latency, capacity, and mobility 
requirements while optimizing the network and services in real time. New network slices can be instantiated, 
and subsequently modified, upgraded, scaled, or terminated in real time. Ultimately, 5G with network slicing 
will enable communication service providers to tailor their network on-demand to the needs of different 
industries, enterprises, and consumers. In addition, providers can rapidly develop new business models in 
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co-operations with various industry verticals. This enables traditional communication service providers to 
evolve beyond traffic-based business models to become Digital Service Providers (DSP).  

2.6.2 NETWORK SLICING SCENARIOS 

Network slicing is a key enabler in maximizing the full business potential of 5G. It addresses the needs of 
different 5G use cases with highly divergent requirements. There are three foundational use cases each 
requiring different bandwidth, end-to-end latency, guaranteed/non-guaranteed QoS, security level, and 
etcetera. The three basic network slice categories are Evolved Mobile Broadband, Ultra-Reliable Low 
Latency Communication and Massive IoT. 

2.6.2.1 EVOLVED MOBILE BROADBAND 

Optimized network slice instances can be dedicated to mobile broadband with very high throughput, moving 
massive amounts of data in support of video, gaming, and other activities of enterprise, home, and mobile 
broadband users. Various business and delivery models in partnership with the content providers can be 
supported with different levels of customer service. Data can be captured and processed at mobile edge 
computing centers with optimized paths to the internet, minimizing the impact on the service providers 
aggregation and core network. Note that Edge compute centers may or may not have direct internet access. 

2.6.2.2 ULTRA-RELIABLE LOW LATENCY 

Real time communications supporting remote manufacturing, traffic safety and control, or other applications 
require ultra-low latency and “always on” service. Different network slices are engineered and dedicated to 
support such critical traffic. This type of network slice instance can be further differentiated to support 
“business critical” and “mission critical” services. 

2.6.2.3 MASSIVE IOT 

A third category of network slice instances may serve Internet of Things (IoT) applications providing 
connectivity for a huge number of devices, but with low throughput required per device and small sporadic 
data transfers. This is optimal for smart meters, logistics, and certain industrial robotics applications.  

In addition to the basic network slicing scenarios, there are different business models that can be 
accommodated.  For example, Network slice as a Service can be offered by CSPs to their customers, 
enabling them to offer their own services on top on network slice services.   

2.6.3 NETWORK SLICING MANAGEMENT CHALLENGES 

While the new 5G network slicing technology promises to enable new business opportunities, drive new 
revenues, and reduce CAPEX and OPEX, there are many challenges that these new networks will present 
for Operations Support Systems and Network Management. 

2.6.3.1 NETWORK EVOLUTION  

For many reasons it will be necessary for the network to evolve.  

• Increased Traffic & Complexity: New 5G networks will be much more complex and must manage 
many different traffic characteristics. They must be able to support billions of devices, deploy hybrid 
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models combining virtual and physical network nodes, and utilize multi-vendor “best of breed” 
solutions. 

• Dynamic: Optimizing network slices to support different traffic types will require extremely dynamic 
network management processes and tools. Different traffic types include: enhanced Mobile 
Broadband (eMBB), Massive Internet of Things (MIoT), Ultra-Reliable Low-Latency 
Communications (URLLC), and fixed wireless. As network slices are commissioned, scaled out/in, 
and decommissioned on demand, the networks will be dynamically changing in real time. 

• Virtualized & Distributed: 5G networks will be virtualized, with network functions distributed 
across different data centers and data center resources being distributed all the way to the network 
edge to optimize traffic delivery and service performance. Optimized workload placement and 
distribution play a key role in network slicing. 

• Impact to RAN and transport: To fully exploit the benefit of optimized, on-demand created 
network slices, the slicing concept must allow for efficient usage of common resources like: radio 
resources, infrastructure, and transport links such as fronthaul and backhaul. This is particularly 
challenging in the RAN area, which is limited by the amount of available spectrum.  

Utilization of RAN resources, such as radio resources (time, frequency, power) and hardware 
(HW)/software (SW) platforms, must be dynamically optimized among multiple slices. This makes it 
possible to adapt to rapid changing traffic patterns as typical for many Internet services. In this sense, one 
slice instance can utilize the full bandwidth if there is no traffic in the other slice achieving maximum 
efficiency. 

Similar to the core network, RAN can be slice-aware and apply specific policies in the RAN to different 
users based on the service/slice type. 5G RAN is able to treat different slices differently and/or different 
services within the multi-service slices. It also supports protection mechanisms for slice isolation so that 
events (such as congestion) within one slice do not have a negative impact on another slice. 

2.6.3.2 DEMANDS ON OPERATIONS 

Even though the network is more complex to manage, the pressure to reduce operation costs persists.  
Additionally, the dynamic nature of network slice lifecycle management mandates “Zero touch” operations 
(including creation, provisioning, service enablement) and closed-loop assurance (self-healing, predictive, 
and pro-active network/service management).   

Ultimately, OSS needs to evolve to support the new network requirements with network slicing. Additionally, 
new technology, approaches and standards are available. These further transform traditional OSS 
implementation and management.  

All operations support business processes and functions at a high-level. Factors like planning and 
engineering, design and assign, activation, test and turn up, and assurance and optimization still must be 
performed. However, network slicing requires the processing of vast amounts of data in addition to the 
ability to create, activate, and manage network slice instances as well as services in real-time.  

• Planning & Engineering: Providing infrastructure build and capacity management must enable 
instant elasticity of network resources and create a slice at the same time as a service. In addition, 
distributed data centers perform on-going optimization and workload placement 

• Design & Assign: Responsible for end-to-end optimal service design and assignment. It must 
enable policy compliant creation of a network service and/or network slice 
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• Activation: Includes service and resource instantiation in the network, evolves to on-demand 
Service Level Agreeement (SLA) based network slice creation across multiple domains and 
ensures that it is known/available for use by the network functions, such as Network Slice Selection 
Function (NSSF) 

• Test & Turn-up: Service testing, QoS measurements and operations hand-over can no longer be 
a separate process sequentially scheduled and executed. Instead, it needs full integration and 
instant execution. Network slice and network service monitoring must be automatically 
instrumented 

• Assurance & Optimization: Network/service correction, ticketing, and repair procedures must be 
enhanced. Assurance approaches of the past with delayed KPIs and manual processes are not 
sufficient for achieving the desired operations objectives of network slicing. 3GPP introduced a new 
function, Network Data Analytics Function (NWDAF), to provide network slice level data analytics 
to other network functions such as PCF (for policy decisions) and NSSF (for slice selection). Real 
time analytics, based on artificial intelligence and machine learning, are applied to potentially vast 
amount of network telemetry data. This provides actionable insights across an entire network, 
predicting potential issues and pro-actively driving resolutions and optimization across all layers 
and domains. It is crucial to be provide this at the slice instance level, and 3GPP is working on 
adaptation of the concepts of Self-Optimized Networks (SON) as key feature to automate 5G 
network slicing management 

2.6.3.3 IMPLEMENTATION CHALLENGES 

Meeting the challenges of Network Slicing requires developments such as: 

• OSS/BSS Standards: Our industry is being challenged to deliver end-to-end automation, instant 
network service deployment, network function on-boarding, in-service upgrades, and other 
advanced capabilities. 5G standards will define network behavior and enable interoperability, but 
standards to provide the foundation for automated operations are still evolving. 3GPP has already 
defined common information models of Network Slice Instance and its components, Network Slice 
Subnet Instances and the network functions. Such models particularly include SLA attributes of the 
Network Slice Instance. Management software must be able to verify and utilize such a template 
in an automated fashion to create and monitor the new 5G networks. 

• Move to Micro-services, Cloud Native: Network slices are defined end-to-end, so network 
managment will require end-to-end visibility. Horizontal “platform-like” implementations are needed 
with increased network velocity and vast amounts of data.  These implementations must provide a 
foundation for analytics and machine learning. Furthermore, as 5G networks demand in-service 
upgradability, similar demands of in-service upgrades and Continuous Integration/Continuous 
Delivery (CI/CD) apply OSS. Monolithic network functions and OSS/Element Management System 
(EMS) architectures of the past no longer suffice to provide this kind of flexibility, even if virtualized.   

• Standardized APIs: The “Network Slice as a Service” model envisions that vertical industries, 
mobile virtual network operators (MVNOs), over-the-top (OTT) service providers or mobile network 
operators (MNOs) must manage aspects of a network slice as if it was a separate, dedicated 
network. Efficiently enabling and operating such business requires available Application 
Programming Interfaces (API). The need for APIs to support the “Network Slice as a Service” 
models also applies to the management framework.  
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2.7 DYNAMIC PROVISIONING 

The 5G ecosystem will not only enhance technology, but also provide a holistic end-to-end infrastructure 
including all aspects of the network. Dynamic provisioning is the main pillar for active inventory and live 
topology. Inventory’s role is an essential part of virtualized and hybrid infrastructure in validation, fulfillment, 
testing, assurance and automated life-cycle management (healing, scaling, decommissioning). 

In this holistic approach, network virtualization will serve as key enabling technologies for delivering 
consistent end-user quality. Closed-loop automation monitors the network issue occurrences (such as 
faults or congestion) and acts accordingly to correct any issues. Dynamic resource provisioning paves the 
way for self-organizing networks. 

Dynamic provisioning provides responses to network problems. This is based on logging and data analytics 
potentially from the same time frame that the operation must be completed (which varies by operation).  

2.8 UN-INSTRUMENTED APPS/DEVICES SUPPORT 

The increasing power and capacity and the decreasing cost of compute, storage and network devices 
requires a reevaluation of current computer systems. These rapid advancements spark debate regarding 
the design and architecture of new computer systems and applications compared to the model evolved 
over the last several decades. The 5G era—which represents major technological changes and paradigm 
shifts—requires some fundamental, architectural changes to legacy systems. 

A variety of changes are being implemented within telecommunications networks to meet efficiency, 
performance and unique demands of the 5G use cases, and the OSS require some fundamental changes 
as well. One such change regards both virtual and physical management interfaces of the Network 
Elements (NE). Over the last 30 years, the NE management interfaces evolved to support one or more 
standardized protocols. These varied from plain ASCII (TL1 and other flavors) protocols, to more structured 
protocols such as Q3, SNMP, CORBA and more recently, Restful APIs to make the Fault Configuration 
Accounting Performance and Security (FCAPS) data available to the management systems. However, to 
support these protocols, NEs had to implement multiple, additional software layers (also referred to as 
instrumentation). These layers read the raw management data, usually from the messages in the log files 
that are written by the NEs. The instrumentation converts the raw NE messages in to one or more protocols, 
such as SNMP or CORBA, then formats and makes it available to the network management system to 
process and refine.  

Typically, everything (events, warnings, errors, states, and etcetera) that an NE is designed to report is put 
in the NEs log files. Originally, most management systems extracted the information they needed from the 
NE’s log files. However, each NE vendor used their own proprietary formats to write the log files with multi-
technology, multi-layered networks. Subsequently, the limitations of and the high cost of compute and 
storage equipment created an unsustainable endeavor for the Network Management Systems (NMS).  

The NMSs must read, interpret and store a very large amount of management data from thousands of NEs, 
each with its own proprietary log file format. This gave rise to a drive toward standardized protocols for 
Network Management Interfaces (NMI), which would alleviate a substantial workload from the NMSs and 
off load it to NEs. The acceptance of the standardized NMI protocols made it possible for the NMSs to be 
decoupled from the NE vendors. It enabled the Independent Software vendors (ISVs) to develop NMS 
products that provided a centralized Manager of Managers (MoM) for multi-layer, multi-technology and 
multi-vendor networks. Different NMI protocols (Q3, CORBA, SNMP and etcetera.) evolved over the last 
few decades. However, the richer the NMI protocol, the more cost and complexity it needed to implement 
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at both at the NE and NMS. With wider acceptance of TCP/IP protocol in telecommunications networks, 
the SNMP became the de-facto standard protocol for the NMIs. Despite the SNMP’s comparatively limited 
scope and simplicity, it is the most preferred NMI protocol adapted by all parties concerned (CSPs, NE, NE 
vendors and ISVs). 

The current/legacy NMIs model is being challenged as society enters a new era with enormous amounts 
of compute power combined with Big Data available at a comparatively very low cost. Significant, recent 
advancements in data analytics enable a case for un-instrumenting NEs by relieving them of supporting 
any protocols. These are supported by AI/ML, big data and data lakes with very fast data transfer rates, 
The argument states that this will free NEs from the unnecessary additional burden of instrumenting NMIs 
protocols. It will provide for more efficient utilization of NE resources to focus on its core functions with 
significant improvements in performance of packet processing rate. With thousands of NEs in a typical 
network, an aggregated performance improvement will achieve the desired low latency requirements of a 
5G network. The goal is to take full advantage of the very powerful analytics and AI/ML available and ingest 
the raw (un-instrumented) management data from NE log files directly into the Big Data repositories. 
Following this, it will be processed by the analytics engine (embedded with AI/ML) that is either a part of 
the NMS or an external component. Typically, NEs tend to drop some data (throttling and filtering, for 
example) considered insignificant by the NE vendor. This is to keep the data volumes manageable for NMI 
and NMS when instrumenting the raw management data. However, for AI/ML driven analytics, all data 
could be important (for example, pattern matching by ML), so the decision for filtering the data should not 
rest with the NE vendor but with the analytics controlled by the CSPs instead.  
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Figure 2.13. Instrumented and Un-instrumented Management Data. 

In conclusion, an un-instrumented NMIs model is believed to deliver more cost effective solutions given the 
low cost and high performance of today’s compute resources and storage technologies. Better NEs and 
NMS performance can go a long way in meeting the 5G networks efficiency and low latency goals. 

2.9 SMART DATABASES 

5G together with IoT will introduce unprecedented telemetry and management data volumes that require 
timely collection, storage, analysis and actions (triggers). This needs not only highly scalable DBMS, but 
also more efficient data organization algorithms. 

A Smart database, also referred to as intelligent database, allows for embedding algorithms with data. 
Some algorithms are invoked when the data is first collected to identify the data’s purpose and 
implementation. For example, data pertaining to IoT device sensors may require immediate processing and 
action at the collection point. The algorithm also determines where to store the data based on its subsequent 
use. For example, data that is to be used by an analytics engine or Machine Learning application is stored 
based on its access requirement, life expectancy and many other factors. In Smart databases, data 
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properties and usage information are also accounted for upon storage. That allows certain validation 
algorithms (part of the Smart database) to be invoked at different times during the data’s lifecycle. For 
example, upon initial data storage, the algorithm may validate its format, value range, and etcetera. In other 
cases, an algorithm can be invoked before the data is made available to a certain application for processing, 
like an analytics engine for pattern matching or a trouble management system dedicated to enriching 
problem reports. 

A Smart database can potentially turn ordinary data to a Smart data that can be very efficiently utilized by 
intelligent applications. 

2.10 DYNAMIC INVENTORIES 

2.10.1 INTRODUCTION 

To derive the most value from their network, service providers need an inventory system that accurately 
presents all available resources (physical, virtual and end-to-end). Operators can only provide services and 
build automation capabilities after laying this foundation. Dynamic Inventory systems, both within and 
across domains, feed a set of sub-systems that comprise Intelligent Automation, as seen in Figure 2.14. 
The accuracy and precision of business processes can be further augmented with advanced analytics 
powered by AI techniques. With these analytics building blocks, network automation can reach new heights.  

To fulfill their business functions, operations personnel rely on IT systems that are underpinned by inventory 
data. However, that data is fragmented and spread across multiple inventory systems. Network inventory 
data exists for multiple domains (such as access, metro, core) and network layers (such as optical, Ethernet, 
IP). It is not uncommon for large providers to have dozens of different inventory systems, either vendor-
supplied or internally developed. Service providers have steadily built overlay network infrastructure and 
Operational Support Systems (OSSs) to meet each new service demand. Moreover, these legacy inventory 
systems are static; they are not informed by real-time network information. Today, as virtualization 
technologies are introduced alongside traditional, hardware-based infrastructure, OSSs must become more 
in sync with the live state of the managed networks. A static, inaccurate view of resources leads to a 
breakdown of the mission-critical processes that span IT and network. 

With respect to capacity planning, historical metrics typically are painstakingly and manually analyzed so 
sufficient network capacity can be built out at the needed locations to satisfy customer demand. The 
existence of OSS silos leads service providers to over-engineer parts of the network to minimize service 
order failure and loss of revenue. 
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Figure 2.14. Dynamic Inventory in the Context of Closed Loop Automation.12 

Each service provider line of business has a product catalog of services that span any mix of network 
domains; operations personnel need to access multiple, per-domain inventory and monitoring systems to 
complete service planning, fulfillment, and assurance tasks. Intelligent automation synchronizes per-
domain information and correlates real-time network data to present a single, accurate view of network 
resources. This gives operators the ability to create customer services that combine any domain resource 
and manage the full lifecycle of operations for that service—including troubleshooting and SLA monitoring—
across multiple vendors with hybrid physical and virtual network infrastructure.  

With the dynamic inventory foundation in place, service providers can augment their automation capabilities 
with multi-domain and NFV orchestration. This software enables them to dynamically create, deploy, and 
automate the end-to-end delivery of services across both physical and virtual networks.  

2.10.2 LAYING THE FOUNDATION FOR A DYNAMIC INVENTORY  

Holistic automation involves federation of multiple per-domain, per-layer inventory systems, along with 
reconciliation of real-time network data to create a single, dynamic view of all network resources. This 
approach allows service providers to leave their existing system investments in place while introducing a 
‘single pane of glass’ system with a user-friendly, next-generation interface. Innovative visualization of end-
to-end network and service views dramatically improves the ability to troubleshoot network issues and 
accelerates the network planning and design processes. Furthermore, many tasks that were extremely 
tedious and error-prone can now be automated with open APIs, allowing for simple integration to adjacent 
OSSs. 

 
12 Ciena – Blue Planet: tmForum DYNAMIC INVENTORY The foundation of intelligent automation. 
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Figure 2.15. Unified Inventory.13 

2.10.3 DYNAMIC INVENTORY ARCHITECTURE 

A Dynamic Inventory is architected to be able to consume dynamically changing network data, providing a 
real-time view to users and the wider system ecosystem. This inventory architecture enables the processing 
of prodigious amounts of data about network state, performance and health. The capability to federate onto 
other data sources and maintain caches is critical for “live” inventory. Additionally, the use of a Kafka 
message queuing to respond to event streams as they occur is key to dynamic inventory. For example, the 
platform can subscribe to topology change events from SDN controllers, such as Open Daylight, providing 
an operational view of the SDN topology while allowing the controller to act directly on its local optimized 
copy. 

There are two data federation models:  

1. The platform maintains a link to original data. It retrieves data from the linked system on-demand 
without replication 

2. Original data is cached in the graph-based cache. The underlying software network can be freed 
from the need to appear as a semi-static circuit-like physical network to the existing OSS 
environment. At the same time, the existing environment can see the immediate network state on-
demand to support longer-term network processes and the visualization of the complete network  

 

 
13 Ciena – Blue Planet: tmForum DYNAMIC INVENTORY The foundation of intelligent automation. 
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Figure 2.16. End-to-End Hybrid Resource Management Architecture.14 

The automation function collects and distributes data collected from the entire network—such as radio 
access equipment, transport and core network—and performs real time analysis of the data. This data is 
then efficiently stored in order to be able to respond to new occurrences and changes within the network.  
Policy is based off the analysis performed to determine and authorize the best course of action for a specific 
situation. 

Inventory management and high degrees of network data integrity are crucial to managing existing and new 
networks. Both the degree to which the current network reflects the data found in the primary inventory 
systems, as well as its network design principles and specifications, will determine the success of 
Communications Service Providers (CSPs) with truly dynamic and changeable software networks and 
services. In particular, ensuring an accurate view of network states to users and systems is a prerequisite 
for process automation—and a necessary key for CSPs to reduce OPEX in new and existing networks.  

2.10.4 DISCOVERY AND RECONCILIATION 

Discovery and Reconciliation is part of the inventory system. It is designed to uncover and correct 
discrepancies between network resources and OSS systems and to prevent impacts on Service Order 
Management, Operations and Engineering processes. Figure 2.17 depicts the architecture of a discovery 
and reconciliation system. 

 

 
14 5G Networks: Fundamental Requirements, Enabling Technologies, and Operations Management, Anwer Al-Dulaimi (Editor), 
Xianbin Wang (Editor), Chih-Lin I (Editor); October 2018. 
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Figure 2.17. Discovery and Reconciliation Model.15 

• Discover Function: Collects data from network resources through Controllers or directly from 
network resources and passes it to the ‘Federate Function’ 
 

• Federate Function: Collects and normalizes data from OSS systems and Discover function to 
update the Federated Data Model 
 

• Reconcile Function: Identifies and corrects differences between network resources and OSS 
systems. The Discrepancy Manager, contained within the Reconcile function, is vendor agnostic 
and standardizes physical, logical and service information against OSS systems to enable unified 
visualization and discrepancy reporting 
 

• Circuit Stitcher: Sophisticated E2E circuit reconstruction processing carries out pattern matching 
and route chasing to build end-to-end multi-vendor circuits (PS engagement) 
 

• Network Correlator: Discrepancies between the OSS systems and network resources are 
presented to users through the UI and can update identified resources or OSS systems  

 
15 Blue Planet inventory and network synchronization. 
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Figure 2.18. Discovery and Reconciliation. 

2.10.5 CONCLUSION 

CSPs will require changes to operational practice and system environments in moving toward software-
enabled networks. CSPs will need to move from their current centralized operational model based on semi-
static networks and services to a more distributed, encapsulated operational environment. Inventory’s role 
will change in this new hybrid environment, but it will remain a critical foundation on the journey toward 
SDN, NFV and network virtualization. An evolved “live” inventory will support and perhaps trigger this 
software network transformation. 

• Classic inventory will continue to be required to support the physical deployment of the network 
as well as the interaction between legacy network systems and new software network systems 
 

• Historic inventory will be required to provide a complete timeline of the evolution of the network 
and services (including performance/metric information) enabling service assurance processes and 
capacity management 
 

• Topology inventory will be required to support the interactions across boundaries between distinct 
domains as well as internal routing processes within a domain 
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• Dynamic inventory will be required to allow the immediate network state to be managed and 
maintained within an encapsulated domain whilst providing access to other systems to act on this 
information as needed 

Software-enabled networks will change the potential dynamics of operations, requiring different approaches 
to how inventory interacts with network. However, this does not change the fundamental need for inventory 
in terms of managing inter-network domain interactions creating an understanding of how the entire network 
behaves across time. Inventory remains a critical component in the software-enabled networks and hybrid 
networks of the future in order to support strategic business processes. 

 

2.11 AI/ML AND ANALYTICS IN 5G NETWORKS 

5G provides capabilities of low latencies, high bandwidth and large scale that enables new applications in 
areas such as manufacturing automation, autonomous transportation, VR and AR. This has the potential 
of leveraging AI/ML technologies. These new capabilities will make it possible to collect vast amounts of 
data. With the advent of 5G, topologies will grow more complex with small cells and new antennas, usage 
patterns will become less predictable and the radio propagation models will become harder to compute with 
new radio spectrum bands and denser topologies. 

 

Figure 2.19. Local and Global Learning and Decision Making in Distributed Networks. 

As shown in Figure 2.19, AI/ML capabilities can be added to several layers, both locally (close to where the 
data is created) and centrally (where data can be consolidated). Data and knowledge across sites can be 
blended centrally for a comprehensive global understanding of networks, services and functions. 
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In the manufacturing industry, data is often heterogeneous, distributed and calls for hard requirements on 
real-time autonomous decision making. There are stringent bounds on time limits for decisions, which calls 
for distributed AI/ML. 

In transportation, 5G will enable decision making for vehicles with autonomous capabilities. The regulation 
of traffic signals and the configuration of directions based on mobility pattern predictions will require 
processing of vast amounts of data to extract the required knowledge and make global decisions. Local 
AI/ML will need to be complemented by global perspectives. Several factors need to be addressed for the 
various AI/ML use cases in 5G networks. 

• Real-time intelligence: The need for real-time intelligent decision making on live data has 
been identified by industry and academic players that are collaborating to co-create the 
required software components in initiatives such as the Berkeley RISELab. Model updates and 
inferences will be based on live-streaming data. This affects decisions related to how to 
distribute the models over the cloud and whether model training should be offline or online. 

• Distributed and decentralized intelligence: Data generated at the edge will need to be 
processed in place as data may not be economically transferred to a centralized cloud. The 
computing power necessary in such use cases can be light. Local models can be biased, so 
appropriate abstractions of local models are needed to transfer the insight to other local models 
through a global system. Learning about patterns without access to actual local data is 
possible. Federated learning learns local models, sends the models to a centralized cloud that 
creates generalized insights then sends the average model back to all devices.  Ongoing 
research exists, but more is needed in federated learning to cater to different model 
combinations and stronger privacy guarantees. 

• Machine reasoning: Machine reasoning is different from machine learning in that it 
implements abstract thinking as a computational system. Machine reasoning systems contains 
a knowledge base that stores declarative and procedural knowledge and a reasoning engine 
that employs deduction and induction to generate conclusions. 

2.11.1 ANALYTICS 

As described in Section 2.11, 5G networks in different industries such as transportation and manufacturing 
can benefit from analytics, due to real time, low latency and the distributed nature of the network. As an 
example, analytics can provide insights on changing network parameters when congestion is identified. 
Analytics can be done with or without AI/ML. Some of the insights are not easy with the amount of data 
available. AI/ML techniques as described, provide deeper insights not possible with simple rule-based 
analytics. With the availability of lower cost compute and storage, AI/ML can be leveraged for insights in 
5G networks. 

2.12 OPEN SOURCE DEVELOPMENTS 

One of the main topics of discussion in ICT concerns how best to operate an efficient, scalable and 
automated network infrastructure while maintaining enough agility to deploy new services quickly. The most 
challenging issue in this environment is deploying and organizing in a large-scale and multi-domain 
infrastructure. The combination of cloud computing, Network Function Virtualization (NFV) and software-
defined network (SDN) can achieve the best operation. In order to realize the full potential of these 
technologies, operators need to utilize open source developments. Two open source frameworks are 
highlighted: Open Network Automation Platform (ONAP) and Open Source MANO (OSM). 
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2.12.1 OPEN NETWORK AUTOMATION PLATFORM (ONAP)  

ONAP is an open-source software platform that enables the design, creation, and orchestration of services 
on an infrastructure layer on top of individual virtual network functions or SDN, or a combination of the two. 
The project was created under Linux Foundation, as continuation of the OPEN-Orchestrator Project (OPEN-
O) for NFV/SDN. AT&T contributed to the project its ECOMP package (Enhanced Control, Orchestration, 
Management and Policy). 

The purpose is to operate a common platform that will be able to provide efficient, end-to-end infrastructure 
management. The platform is also meant to speed up delivery of different on-demand services with the 
possibility of automating most of the processes. Regarding framework, ONAP has two main parts:  

1. Design-time environment is used as a development environment with all the functions and libraries 
needed for the development of new capabilities  

2. Execution-time environment is used to execute all policies and rules prepared in design-time 
environment to handle tasks such as performance monitoring, service orchestration for end-to-end 
service automation  

 

Figure 2.20. ONAP Software Architecture. 

2.12.2 OPEN SOURCE MANO (OSM) 

OSM initiative is targeting development of open-source tools conformant with ETSI NFV standard. The 
initiative is driven by the ETSI OSG (Open Source Group), ETSI-hosted initiative for the development of 
open-source NFV Management and Orchestration software stacks. The initiative is based on components 
that have been around for some time, like Telefonica’s OpenMANO project, Canonical’s Juju generic VNF 
Manager, and RIFT.io’s orchestrator. 
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The purpose is to have an ecosystem for both vendors and operators that gives them the ability to deliver 
and deploy services in a cost-effective manner. Regarding framework, OSM consists of two major 
components:16 

1. Run-time scope component is to simplify service and lifecycle management. It contains different 
functions like automated service orchestration, SDN controllers provisioning, plugin models for 
integrating SDN/VIMs and multiple VIMs/SDNs, Generic VNF Manager based on demand and a 
plugin model for the integration of multiple monitoring tools  

2. Design-time scope includes support for a model-driven environment according to ETSI NFV 
standard. It also has functions for the creation, update and deletion of service definitions  

 

 

Figure 2.21. OSM Mapping to ETSI NFV MANO. 

2.13 ZERO TOUCH NETWORK AND SERVICE MANAGEMENT (ZSM)  

ETSI ISG ZSM formed in December 2017. The first meeting in January 2018 was held to standardize 
multiple management frameworks and provide a common foundation to enable a diverse ecosystem of 
open source groups to produce interoperable solutions. The ISG ZSM work has started with the approval 
of the following Work Items (WI):  

• ZSM 001: Requirements based on documented scenarios (specification)  
• ZSM 002: Reference Architecture (specification)  
• ZSM 003: End to end management and orchestration of network slicing (specification)  
• ZSM 004: ZSM Landscape (report)  
• ZSM 005: Means for Automation (report)  

 
16 Open Source MANO. An ETSI OSM community White Paper. Oct 2017. 
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• ZSM 006: Proof of Concept Framework (specification)  
• ZSM 007: Terminology  
• ZSM 008: End-to-end cross-domain service orchestration and automation 

2.13.1 ZSM ARCHITECTURE FRAMEWORK 

Architectural principles of ZSM framework are as follows:  

• Modular, flexible, scalable and extensible service-based architecture 
• Separation of concerns: network domain management and end-to-end cross-domain service 

management, where each domain addresses its own sphere of expertise 
• Support of model-driven, open interfaces 
• Support of intent-based interfaces 
• Enablement of adaptive closed-loop management automation, where the automated decision-

making mechanisms can be bounded by rules and policies 
• Support of stateless management functions 
• Design for resilience 

 

Figure 2.22. ZSM Architecture Framework. 
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2.13.2 ZSM SCENARIOS AND KEY REQUIREMENTS 

ETSI drafted 39 scenarios to identify business-oriented and automation-related challenges faced by 
operators and vertical industries. The scenarios are categorized into the following groups:  

1. Automation of end-to-end network and service management 
2. End-to-end automation of 5G network slice management 
3. Analytics and Machine Learning 
4. Automated Testing 
5. Network as a Service (NaaS) lifecycle and exposure with slicing 
6. Collaborative/Federated Service Management 
7. Security 
8. Integration/Interoperation 
9. Scenarios analysis derives architectural, functional and operational requirements  

Also, the groups of scenarios of analytics and machine learning include:  

1. Real-time monitoring analysis 
2. Access to accurate telemetry data 
3. Machine learning (ML) and Artificial Intelligence (AI) for network and service automation 
4. Predictive analytics 
5. Closed-loop automation 
6. CI/CD for ZSM framework functional components 

2.13.3 CONTAINERS AND VIRTUAL MACHINES  

Network functions were previously realized as Physical Network Functions (PNF). Vendors are making 
many of their network functions as Virtual Network Functions (VNF). Some network functions are also 
becoming available as containers. In this section, we will cover the differences between Virtual Machine 
(VM) based and containerized applications and considerations for co-existence of applications of both 
types. 

 

Figure 2.23. Containerization Concept. 

In the infrastructure, you have the base hardware on which the host operating system operates. A 
hypervisor tops the host OS in the VM case as shown on the left side of Figure 2.23. On top of the hypervisor 
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sits multiple VMs, each with its own Guest OS, and the application running on top of the guest OS. Each 
guest OS is a full-fledged operating system (for example, RedHat OS). The benefit of VM is that one 
physical hardware can contain multiple VMs. 

An example of a container-based application is depicted on the right side of Figure 2.23. As compared to 
the VM based system, a container-based application has a container run time and required libraries with 
applications running in containers rather than a hypervisor. In the container use case, the application shares 
the OS functions from the underlying Host OS and there are no separate Guest OS. 

Table 2.1. Containers and VMs Comparison. 

 Container VM 

Advantages More efficient, high concentration of 
containers per hardware node, low 
overhead per container.  

Each container is not a complete 
operating system instance, but rather a 
partial instance of the operating system 

Free choice and full control on the 
operating system and its parameters. 
Full control on version and upgrade of 
the OS.  
Fully dedicated resources: CPU, RAM 
and DISK are dedicated to the virtual 
machine. 

Disadvantages No control on the kernel: only the 
provider controls the version and 
upgrades of the kernel. Only one kernel 
can run on the hardware node, no mix of 
OS possible 

More costly and higher overhead per 
virtual machine. Less virtual machines 
can run on a hardware node 

There are pros and cons to both approaches, but the important thing to note is that both types of network 
functions will be available from vendors and need to be managed. 

Container technology is mostly available as pods within Kubernetes. Each pod can consist of one or multiple 
containers and exposes services that can be consumed by other applications. Virtual network functions 
from vendors will be available both as VMs and containers. 

As the number of applications increases and they start using services provided by other applications, the 
complexity of the service mesh will increase for containerized applications running as pods in Kubernetes. 
It is expected that technologies such as Istio be used in managing the service mesh. For containerized 
applications, Istio provides the following capabilities: 

• Intelligent routing and load balancing: Control traffic between services with dynamic route 
configuration, conduct A/B tests, release canaries, and gradually upgrade versions using red/black 
deployments 

• Resilience across languages and platforms: Increase reliability by shielding applications from 
flaky networks and cascading failures in adverse conditions 

• Fleet-wide Policy Enforcement: Apply organizational policy to the interaction between services, 
ensure access policies are enforced and resources are fairly distributed among consumers 

• In-Depth Telemetry and Reporting: Understand the dependencies between services, the nature 
and flow of traffic between them, and quickly identify issues with distributed tracing 

Kuyr is one of the technologies to consider to address the interconnectivity between VMs and containers 
as it brings OpenStack networking to containers. Kuryr allows docker swarm and Kubernetes to natively 
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consume neutron networking and cinder volumes. Kuryr enables OpenStack infrastructure for mixed 
workloads – VMs and containers. 

Another use case that the industry is exploring and adopting is the deployment of OpenStack on top of 
Kubernetes and then having VMs in OpenStack that host VNFs (as demonstrated by AT&T at the 
OpenStack Summit). This nested situation requires a more complex management system. There are 
indications that in the case of virtualization, low latency can be provided in the containerized environment. 

The Cloud-native Computing Foundation’s Cloud-native Landscape project suggests a roadmap. This 
roadmap encompasses technologies, tools, and patterns that help implement cloud-native development 
and their deployment environment, and categorizes them accordingly. These categories include:  
Containerization, Continuous Integration/Continuous Delivery, Orchestration, Observability & Analysis, 
Service Mesh & Discovery, Networking, Distributed Database, Messaging, Container Runtime and 
Software. Containerization is an alternative approach to VMs which is particularly well-suited for cloud 
native applications.  

The main distinction between containers and a virtual machine is that a virtual machine needs a complete 
operating system installed in it to support the application; a container only needs to package up the 
application software, with the optional addition of any application-specific OS dependencies, and leverage 
the operating system kernel running on the host. 

2.14 EVOLUTION TO CLOUD NATIVE FUNCTIONS 

Containers are another approach of virtualization at the operating system level by allowing applications to 
run independently and with easy portability. With the move towards cloud-native, VNF can be deployed in 
containers which enable the continuous delivery/deployment of large, complex applications. Cloud native 
functions (CNF) tend to comprise a substantial number of different software components. The operations 
must be automated to scale the different micro-services and heal failed instances that would be too complex 
to perform manually. Figure 2.24 outlines possible ETSI MANO reference architecture augmentation for 
Cloud Native NFV.17 

 

Figure 2.24. Evolution to Cloud Native Functions. 

 
17 Bridging the Gap Between ETSI-NFV and Cloud Native Architecture, YuLing Chen, Alon Bernstein (Cisco). NCTA - The Internet & 
Television Association. 2017 Fall Technical Forum SCTE-ISBE and NCTA.  
https://www.nctatechnicalpapers.com/Paper/2017/2017-bridging-the-gap-between-etsi-nfv-and-cloud-native-architecture/download. 
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2.15 SERVICE ASSURANCE COSTS VERSUS BENEFITS/ROI 

In order to meet the requirements of 5G, a reliable assurance system needs to be efficiently built and 
operated. Maintaining end-user Service Level Agreements (SLA) are a vital factor regarding revenue. The 
5G Use Cases Margin (UCM = ROI-TCO) must be optimized based on expected traffic profiles demands 
and management systems of network resources according to different end-user SLA and generated 
revenues.  

Automated service assurance based on NFV/SDN leads to greater operational efficiency, so operators can 
realize revenues from deploying new services faster more cost efficiently. A study by Arthur D. Little and 
Nokia/Alcatel-Lucent Bell Labs predicted operational savings of 25 percent to 40 percent for simplified 
fulfillment and assurance processes based on MANO and NFV. The study predicted €39 Billion savings if 
European operators switched to the new NFV/SDN/MANO physical network virtual and Operating Model. 

 

 

Figure 2.25. CSPS (NFV/SDN Benefits). 

Business organizations are using FlexWare in 150 countries, according to AT&T. As shown in Figure 2.25, 
CSP early adopters are beginning to prove the business case for NFV/SDN. Specific examples include:  

• AT&T, in addition to operational cost savings from not having to deploy staff on site at customer 
locations, is averaging 5 percent incremental revenue per site from up-selling its FlexWare 
services. Add this revenue to the net new business AT&T is gaining from offering business services 
in country markets that it previously could not serve due to a lack of physical infrastructure, and the 
value of the implementation appears quite significant 
 

• China Unicom has reported a 50 percent OPEX reduction per value-added service for its NFV/SDN 
deployments. The savings stem from reducing provisioning time from 60 to just seven days  
 

• NTT reports 50 percent to 80 percent savings in provisioning time for SDN-based VPN 
consolidation and has acquired SDN platform Viptela for $525 million to deliver a complete suite of 
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SD-WAN services, including monitoring services for network performance reporting to end 
customers18 

3. MANAGEMENT, ORCHESTRATION AND AUTOMATION SOLUTIONS FOR 5G 
NETWORKS 

3.1 5G MANAGEMENT, ORCHESTRATION AND AUTOMATION REQUIREMENTS BY 
NGMN 

This section includes overview of requirements put forward in the Next Generation Mobile Network Alliance 
(NGMN) publication 5G Network and Service Management Including Orchestration.19 
 
3.1.1 5G END-TO-END SERVICE MANAGEMENT 

The NGMN document recommends deployment of an end-to-end (E2E) Service Management (SM) to 
manage the whole chain of services including the Customer Facing Service (CFS) component. The Service 
Management system goes through RAN and Core domains with possible addition of other domains such 
as Transport (Backhauling) domain. The SM should be able to cooperate with the Network Management. 
For efficient cooperation, the SM system may need to be aware of applications, cloudification, virtualization 
and slicing of the network infrastructure.  

The SM system is expected to provide service quality monitoring, and automation of the following aspects: 
self-optimization, self-healing of services, cooperation with relevant components of the BSS in and across 
administrative domains. 

3.1.2 NETWORK OPTIMIZATION 

In 5G, self-organizing is expected to be a coherent functionality that integrates all self-organizing functions, 
across the network (therefore, RAN and CN), across the network layers and across Radio Access 
Technologies (RAT). It is expected to do this with efficient coordination between the centralized and 
distributed components. Such solutions should be adapted to allow for virtualized network components. 
The following requirements were put forward for 4G self-organizing functionality evolution: 

• Provide for coordination between Centralized SON and Distributed SON with the goal to improve 
efficiency of combined (Hybrid) SON  

• Provide for coordination between Distributed SON implementations provided by different vendors 

• Provide for joint operations of RAN SON and self-organization functions in the Core Network  

• Provide for efficient coordination between RATs: Evolved LTE and 5G 

• Provide for efficient collection of comprehensive information of the state of the network including 
RAN, CN and UE 

In a virtualized network, Virtual Network Functions (VNFs) may be running in different Network Virtual 
Function Infrastructure (NFVI) domains, for example, for different levels of RAN centralization. CN VNFs 

 
18 DELEMC MST Consulting, Inc. White Paper. 

 
19 5G Network and Service Management Including Orchestration, NGMN. March 2019. 
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may be running in the central data center of the network operator while RAN VNFs may be running in 
regional or local data centers to provide for lower latency. It is expected that the virtualized network will 
include VNFs supplied by different vendors. 

Figure 3.1 provides a graphic representation of SON architecture. CN Network Functions (NFs), CUs and 
both kinds of SON components may be virtualized.  

Central data center of the network operator

Centralized SON component

CN NF CN NF

Local (edge) cloud
Cluster level SON 

component

RAN CU RAN CU

Local (edge) cloud
Cluster level SON 

component

RAN CU RAN CU

DU DU DU DU DU DU DU DU

CN: Core Network
RAN: Radio Access Network

CU: Central Unit of the RAN
DU: Distributed Unit of the RAN

 
Figure 3.1. Hierarchical Cross-domain SON Architecture. 

In view of this, the following requirements were put forward for evolution of 4G self-organizing functionality 
in a virtualized environment: 

• In virtualized networks with different levels of centralization, allocation of self-organizing functions 
to different NFVI domains should follow the levels of CN/RAN centralization 

• The components of self-organizing functionality hosted by the corresponding NFVI domains should 
be interfacing to RAN and CN VNFs via standardized application level APIs to support multiple 
RAN VNF vendors   

• Coordination between the components of self-organizing functionality located in same NFVI 
domain or different domains and/or in different network layers should be implemented via 
standardized APIs 
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3.1.3 COLLECTION OF E2E SERVICE QUALITY INFORMATION 

The process starts from a request for provisioning of the collection of the E2E service quality information. 
Such request can be generated by any authorized entity, such as management or optimization application. 
The configuration may include one or more of the following parameters: 

• The trigger for launching the session, such as activation of the corresponding service  

• The UEs’ location area where the measurements should be performed  

• The application type (end user service type) 

• Identification of the network slice instances, in which the measurements should be collected 

• The set of measurements 

• Where and in which format the collected information should be stored  

• The categories of the UEs 

The management system delivers this configuration information to one or more of the following elements: 

• Application Server (AS): This option is possible in the case when the network operator has access 
to the Application Server either directly (such as when the AS is operated by the network operator) 
or via proper Exposure function. The measurement session is configured by the network operator 
via the management and orchestration system. The session includes collection of quality 
measurements simultaneously for multiple UEs in parallel. The collected information is delivered to 
the management system for storage and further processing. 

• Application level of the UEs in which the corresponding service may be activated: The E2E 
service quality information is generated and collected by the UE when the end user service of the 
requested type is active. The session is pre-configured by the management system; actual data 
collection starts when the service is activated. After a sufficient amount of the information is 
collected, the UE delivers this information to the management system at proper occasion. 

3.1.4 NETWORK SLICE INSTANCE LIFE CYCLE MANAGEMENT 

5G operators need to design a 5G Network and Service Management System that permits Orchestration 
Architecture to manage and control multi-domain network infrastructure. For example, 5G versus Non-5G, 
NFV versus Non-NFV composed of 5G Radio Access Technology (RAT), 4G RAT, maybe 2G / 3G RAT, 
Fixed Access, Non-3GPP RATs, Backhaul, EPC Core and 5G Core. 

The goal is to create, deliver, manage and orchestrate Network Slices Instances to fulfill various customers’ 
needs (end users and enterprises like MVNO). They must guarantee autonomic service assurance, 
autonomic dynamic service delivery and provide proactive Customer Experience Management (CEM) 
dashboard. 

The solution outlined in the NGMN document, includes the following components:  

• Multi-domain network infrastructure  

• Exposure of multi-domain network infrastructure capabilities via Network and Service Management 
which includes: 
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• Editors for various items and definitions, including high-level network objectives/goals, 
policy generators that generate policies from high-level network objectives/goals and policy 
validators against conflicts (goals conflict resolution, policy conflict resolution and etcetera) 

• ETSI MANO components (NFVO, VNF Manager, VIM) 
• SDN Controllers 
• Legacy OSS (NMS / EMS) 
• E2E Service orchestration facilities 

The procedure for the creation of a NW slice instance includes the following steps: 

• E2E Service Orchestration interprets and translates service definition/service design into 
configuration of resources (virtualized and non-virtualized) needed for service establishment. The 
configuration of resources may be for the actual amount of resources or the policy of their allocation 
at a later time, when the service is activated. 

• The E2E Service orchestration further triggers the components of the Network and Service 
Management system (ETSI NFVO, VNF Manager, VIM, SDN Controller, and legacy OSS) to apply 
the configuration of the required resources, which for some resources may result in their actual 
allocation. 

In case the resources needed were not allocated at the previous step, they will be actually allocated at the 
time of service activation, according to the configuration/policies.  

3.1.5 NETWORK FUNCTIONS SHARING BETWEEN NETWORK SLICE INSTANCES 

Typically, RAN Network Functions should be shared between Network Slice Instances (NSI). The following 
describes a solution which enables provisioning and optimization of the RAN Network Functions (NF) for 
this purpose. 

The process starts with the request to the network management and orchestration system for creation or 
modification of the NSIs, which will share certain RAN NFs. The request contains QoS requirements for the 
NSIs. The network management and orchestration system derives the requirements for the RAN NSSI to 
be created or modified from the NSIs’ QoS requirements. 

In cases where certain RAN NFs (and the corresponding cells) are shared between multiple RAN NSSIs, 
the network management and orchestration system derives the RRM Policy from the QoS requirements for 
every such cell. The RRM Policy guides partitioning of the cell Radio resources between the involved 
NSSIs. The network management and orchestration system configures the RRM Policy to the target cells.  

3.2 3GPP MANAGEMENT, ORCHESTRATION AND SELF-ORGANIZATION SOLUTIONS  

3.2.1 SERVICE-BASED MANAGEMENT ARCHITECTURE 

The network management reference model20 (TS 32.101) in Figure 3.2 is used for 3G and 4G: 

 
20 3GPP TS 32.101 Telecommunication management; Principles and high level requirements. 
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Figure 3.2. 3GPP Network Management Reference Model. 

Figure 3.2 includes managed elements (Network Elements or NEs) like NodeBs (3G) and eNodeBs (4G), 
and management functions such as Element Managers (EM), Domain Managers (DMs) and Network 
Managers (NMs).  

3GPP introduced service-based management architecture in Rel-15. In this approach, the reference model 
with fixed roles like NE or EM, was replaced with the concept of network management service (NmS). NmS 
serves as the management service provider and management service consumer. 3GPP specifies only the 
management capabilities provided via the NmS. These management capabilities are accessed by 
management service consumers via standardized service interfaces composed of individually specified 
management service components. 

The TS 28.53321  defines the components A, B and C of the management service as follows: 

• Management service component type A: Component A consists of a group of management 
operations and/or notifications. Typically, a set of operations and notifications are uniform across a 
wide set of standardized management services. The services are differentiated only by the 
information models (component B).  

Specific instances of the component type A can be found in TS 28.53122 Clause 6, Management 
services for provisioning of networks and network slicing.  

• Management service component type B: Component B is the management information 
represented by an information model of managed entities. 

 
21 3GPP TS 28.533 Management and orchestration; Architecture framework. 
22 3GPP TS 28.531 Management and orchestration; Provisioning. 
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Specific instances of the component type B can be found in the TS 28.541.23 In 3GPP, the 
information models are also called “Network Resource Models” or NRMs.  

• Management service component type C: Component C is comprised of performance and fault 
information of the managed entity. 

Some examples of management services are examined in sections 3.2.1.1 and 3.2.1.2. 

3.2.1.1 PROVISIONING SERVICES   

The TS 28.53122 describes a family of Provisioning services including configuration and life cycle 
management services for: 

• Network Functions 

• Network Slice Instances (NSI) 

• Network Slice Subnet Instances (NSSI) 

The component A typically is common for the family. Table 3.1 provides examples of operations and 
notifications for the Provisioning managed services for the NSI and NSSI, further detailed in the TS 28.532.24 
“MOI” means “Managed Object Instance”. 

Table 3.1. Operations and Notifications for the Provisioning MnSs for the NSI and NSSI. 

Provisioning 
operations 

For NSI and NSSI 

- createMOI operation 

- deleteMOI operation 

- getMOIAttributes operation 

- modifyMOIAttributes operation 

For NSI 
- allocateNsi operation 

- deallocateNsi operation 

For NSSI 
- allocateNssi operation 

- deallocateNssi operation 

Provisioning 
data report 
operations 

 

For NSI and NSSI 

- subscribe operation 

- unSubscribe operation 

Provisioning 
data report 
notifications 

 

For NSI and NSSI 

- notifyMOICreation notification 

- notifyMOIDeletion notification 

- notifyMOIAttributeValueChanges notification 

 
23 3GPP TS 28.541 Management and orchestration; 5G Network Resource Model (NRM); Stage 2 and stage 3. 
24 3GPP TS 28.532 Management and orchestration; Generic management services. 
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3.2.1.2 3GPP INFORMATION MODELS  

3GPP information models for 5G, also called Network Resource Models (NRM), are specified in the TS 
28.541.25   

The structure of NRM includes:  

• Information Service (IS); A set of objects, together with their relations and attributes 

• One or several Solution Sets (SS); Every SS provides for representation of IS in certain modeling 
language. The 5G management standard includes the following SS options: XML, JSON and 
YANG. 

The following 5G Network Resource Models (NRM) are defined in the TS 28.541:25 

• New Radio NRM (clause 4) 

• 5GC NRM (clause 5) 

• Network Slicing NRM (clause 6) with models of NSI and NSSI  

The Solution Set for NG-RAN includes: 

• XML-based 3GPP NR and NG-RAN NRM Solution Set (Annex C) 

• JSON-based 3GPP NR and NG-RAN NRM Solution Set (Annex D) 

• YANG-based 3GPP NR and NG-RAN NRM Solution Set (Annex E) 

3.2.1.3 NETWORK MANAGEMENT SERVICE EXPOSURE 

Service exposure is an important part of the service-based management architecture. Any entity can be a 
producer of the management service (NmS) within the concept of service exposure. A network entity 
consuming certain NmS can be a “proxy” and further expose (re-produce) it. 

Figure 3.3 exemplifies the management service, X produced by entity A (NF) and consumed by another 
entity B (network management function), further exposing it to entity C (final consumer). 

 
25 3GPP TS 28.541 Management and orchestration; 5G Network Resource Model (NRM); Stage 2 and stage 3. 
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The network management 
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Figure 3.3. Exposure of Network Management Services. 

The concept of exposure provides additional flexibility in network management topology. For example, the 
network operator may decide that a Provisioning service of RAN in a certain location is directly consumed 
by the local SON component. In another area, the deployment will include concentrators (Entity B) between 
the RAN nodes and centralized SON function(s).   

3.2.2 MANAGEMENT OF NETWORK SLICING  

Basic concepts in slicing management are Network Slice Instance (NSI) and Network Slice Subnet Instance 
(NSSI).  

According to 3GPP TS 28.530,26 from a management point of view, an NSI is a complete piece of the 
network because it includes all the network function instances, supporting resources, and provides certain 
communication services to serve particular business purposes.  

The NSSIs are building blocks for NSIs. The NSSI represents a group of network function instances (and 
their resources) forming constituents of a Network Slice Instance (NSI).  

 
26 3GPP TS 28.530 Management and orchestration; Concepts, use cases and requirements 
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Network Slice Instances and Network Slice Subnet Instances can be composed of Physical Network 
Functions (PNFs), Virtual Network Functions (VNFs) or both. Managing the resources used by NSIs and 
NSSIs (virtualized and non-virtualized resources) is an important aspect of slice management.  

3GPP defined the management aspects for the parts of NSI or NSSI that belong to the Core Network (CN) 
and Access Network (AN). There is some provisioning for the management of the non-3GPP part as well. 
The non-3GPP part contains the Transport Network (TN) parts, including Backhaul (BH), Midhaul (MH) and 
Fronthaul (FH) parts. The 3GPP management system maintains the topology of the network, NSIs/NSSIs 
and the related QoS requirements. Typically, the 3GPP management system provides network slicing 
related requirements to the corresponding management systems of those non-3GPP parts. For example, 
the TN part supports connectivity within and between CN and AN parts.  

NSSI constituents may include Managed Function(s) directly and other constituent NSSI(s). An NSSI may 
be shared by two or more NSIs or NSSIs. An unshared NSI (NSSI) is sometimes called “dedicated”.  

The concept of NSSI includes physical and logical resources used by the NSSI. If a Network Function (NF) 
is shared between NSSIs, the corresponding resources (physical or virtual) are split between the NSSIs. 
The NSSI information also represents a set of links capable of providing a connection between managed 
functions. 

In a typical mobile network scenario, an NSI is composed of one RAN NSSI and one or several CN NSSIs. 
Figure 3.4 contains an example of a deployment scenario for managing a mobile network, including network 
slicing. 

 

Figure 3.4. An Example of Deployment Scenario for Management of a Mobile Network including Network 
Slicing.22 

This deployment scenario includes Network and Network Slice Management Function. This provides the 
management services for the network (NSI) which includes the RAN part, CN part and TN part. The Slice 
Management Function consumes:  

• Management services for RAN SubNetwork or NSSI produced by RAN Management Function  

• Management services for CN SubNetwork or NSSI produced by CN Management Function  
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• Interface produced by TN Manager 

The RAN Management Function provides management services for RAN SubNetwork or NSSI and/or 
management services for RAN NF(s). RAN Management Function may consume management services for 
RAN SubNetwork or NSSI and management services for RAN NF that are provided by individual RAN NFs, 
in line with the concept of exposure of network management services, as seen in Figure 3.3. 

CN Management Function provides the management services for CN NSSI and/or management services 
for CN NF. CN Management Function may consume management service for CN NSSI and management 
services for CN NF provided by individual Core NFs.  

3.2.2.1 CONFIGURATION AND LIFE CYCLE MANAGEMENT OF NSSI AND NSI 

The general 5G management paradigm, based on the concept of management services, is also applicable 
to slicing management. The family of Provisioning management services enables Configuration 
Management (CM) and Life Cycle Management (LCM) of NSIs and NSSIs. Table 3.1 provides the list of 
operations and notifications (“Component A”) for the Provisioning management service for the NSI and 
NSSI as well as associated NFs.  

The process of slice management architecture for NSI creation is described as:  

• The Consumer executes the allocateNsi operation towards the Network and Network Slice 
Management Function with parameters describing desired NSI properties, such as Service Profile 
parameters (for example, service management function) 

• The Network Slice Management Function determines NSSIs to be created (CN NSSI or RAN NSSI, 
for example) and executes the allocateNssi operations towards the CN Management Function and 
RAN Management Function, with parameters describing the properties of the corresponding NSSIs  

• The CN Management Function and RAN Management Function determine the NF’s configuration 
parameters when assigning them to the corresponding NSSIs to perform the configuration 

The Component B information model (alternatively called “Network Resource Model” or NRM) differs 
between the NSI and NSSI. The NSI management model essentially includes the list of NSSIs and a list of 
Service Profiles supported by the NSI. 

The Service Profile contains parameters such as the maximum number of UEs that the NSI should support, 
availability and UE mobility level. The coverage provided by the NSI is specified in the list of Tracking Areas. 
QoS properties may include indicators like end-to-end latency, along with such requirements as 
Experienced data rate, area traffic capacity (density), and information on UE density. The set of QoS 
properties may differ between the standardized scenarios of eMBB, URLLC and mIoT. 

The NSI is composed of NSSIs. A NSSI is a collection of Network Functions (NFs) together with associated 
network resources and links between the NFs. A NSSI can include other NSSIs. The standard allows for 
the NSSI to be shared between different NSIs and the NF to be shared between different NSSIs. The 
information model of NSSI includes the list of the component NFs and NSSIs and may include also a list of 
supported Slice Profiles.  

Slicing support was added in provisioning of particular network functions. Dedicated RRM Policy attributes 
were specified in RAN. One RRM Policy type sets the ratio for the split of the Radio resources between the 
supported NSIs, for example, in terms of the share of the total number of Physical Resource Blocks (PRBs) 
to be allocated to the corresponding NSI in average over time.  
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3.2.3 INFORMATION MODELS REL-15  

The following information models are available in Rel-15 specifications. “NRM” stands for “Network 
Resource Model” and, historically, has been used to designate the information model. Details can be found 
in the TS 28.541.27 

• New Radio NRM 
o Includes the case of disaggregated RAN 

• 5G Core (5GC) NRMs 
• Network Slicing NRMs 

o NSI and NSSI 
• The Solution Set definitions 

o Provide mapping to specific modelling languages 

The Rel-15 Solution Sets for NR and NG-RAN include the following: 

• XML-based 3GPP NR and NG-RAN NRM Solution Set 
• JSON-based 3GPP NR and NG-RAN NRM Solution Set 
• YANG-based 3GPP NR and NG-RAN NRM Solution Set 

3.2.4 MANAGEMENT OF DISAGGREGATED RAN  

Rel-15 introduced the concept of splitting (also called “disaggregation”) NG-RAN nodes into separate 
components: 

• gNB Centralized Unit (gNB-CU): a logical node hosting Radio Resource Control (RRC), Service 
Data Adaption Protocol (SDAP) and Packet Data Convergence Protocol (PDCP) protocols of the 
gNB that controls the operation of one or more gNB- Distributed Units (DU) 

• gNB Distributed Unit (gNB-DU): a logical node hosting Radio Link Control (RLC), Medium Access 
Control (MAC) and Physical Layer (PHY) layers of the gNB, and its operation is partly controlled 
by gNB-CU. One gNB-DU supports one or multiple cells 

Figures 3.5 and 3.6 were taken from the 3GPP TS 38.401.28 

 
27 3GPP TS 28.541 Management and orchestration; 5G Network Resource Model (NRM); Stage 2 and Stage 3. 
28 3GPP TS 38.401 NG-RAN, Architecture description. 
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Figure 3.5. gNB-CU/gNB-DU Split. 

Further split of the gNB-CU is induced by separation between the Control Plane (CP) and User Plane (UP): 

• gNB-CU-Control Plane (gNB-CU-CP): a logical node hosting the RRC and the control plane part of 
the PDCP protocol of the gNB-CU  
 

• gNB-CU-User Plane (gNB-CU-UP): a logical node hosting the user plane part of the PDCP protocol 
of the gNB-CU, and the user plane part of the PDCP protocol and the SDAP protocol of the gNB-
CU for a gNB  
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Figure 3.6. gNB-CU Split into gNB-CU-CP and gNB-CU-UP. 

The NG-RAN NRM was designed to enable “separate” provisioning of gNB-CU, gNB-DU, gNB-CU-CP, 
gNB-CU-UP. Figure 3.7 (TS 28.541) shows the “containment” relations between the managed objects in 
the gNB NRM. The gNB NRM is applicable to all deployment scenarios including monolithic gNB. 
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Figure 3.7. gNB NRM for all Deployment Scenarios. 

O-RAN Alliance is working on the RAN architecture for an additional split of the CU-CP into the Radio 
Intelligence Controller (RIC) and remaining part O-CU-CP. The RIC (also called “Near-RT RIC”) is 
supposed to run the functional part of the disaggregated RAN responsible for making Radio Resource 
Management (RRM) decisions (like triggering handover) and admission of the UE to the cell or 
setup/modification of the QoS Flow and etcetera. 

The schematic diagram in Figure 3.8 shows also additional elements, such as “non-RT RIC,” a type of 
management entity located outside of the RAN and connected to the RAN with a management interface 
A1. It is reasonable to presume that the information model in O-RAN will be the extension of the 3GPP 
NRM presented at the Figure 3.7, with additional Managed Element object classes for RIC and possibly 
with extension of the information models for CU, CU-CP, DU and etcetera.   

 

Figure 3.8. The O-RAN Architecture Schematic Diagram.29 

 
29 Open Fronthaul Specification, O-RAN Alliance, www.o-ran.org. 
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3.2.5 SON IN 5G 

There are multiple aspects in 5G that require additional efforts for network automation. 

• Increasing scale of the networks: In mmWave frequency bands, the cell radius is significantly 
smaller (sometimes 0.1 x) than those in GHz frequency bands. Therefore, to provide coverage in 
certain area in mmWave, 5G may need 100 times more base stations than 4G 

• Increasing complexity of the provided services: 5G demands E2E QoS optimization. Also 
established in 3GPP, 5G requires that the same infrastructure (RAN, Core) should provide support 
for network services with challenging QoS properties. In TS 23.501, standardized 5QI to QoS 
characteristics mapping30 shows 10 ms latency for Low Latency eMBB applications, such as 
Augmented Reality, and 5 ms for high voltage Electricity Distribution. For real-time control for 
discrete automation the TS 22.26131  is requesting ≤1 ms end-to-end latency 

• Increasing versatility of the provided services: the role of the network slicing 
• Increasing complexity of the technology (like RAN): High mobility, low latency, slicing support 

(dynamic numerology, slot structure), dynamic cell structure (beamforming), massive MIMO 
challenges  

• Increasing versatility of the provided services: the role of the network slicing 

3.2.5.1 LEGACY SON USE CASES  

All classic 4G (RAN) SON functionalities remain relevant. Some examples include:  

• Self-establishment of 3GPP NF, including automated software management 
• Automatic Neighbor Relation (ANR) management (including automatic X2 and Xn setup) 
• PCI Configuration 
• Automatic Radio Network Configuration 
• Load Balancing Optimization 
• Inter-Cell Interference coordination 
• Random Access Optimization 
• Centralized Capacity and Coverage Optimization 
• Self-healing 
• Coordination between the Centralized and Distributed SON 
• SON for AAS-based deployments 
• Trace and MDT 
• Mobility Robustness Optimization 
• Energy saving 

The 5G RAN SON applications account for the specificity of New Radio technology, such as flexible 
numerology, Massive MIMO and beamforming.  

  

 
30 3GPP TS 23.501: System architecture for the 5G System (5GS), Table 5.7.4-1, Standardized 5GI to QoS characteristics mapping. 
31 3GPP TS 22.261: Service requirements for next generation new services and markets. 
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3.2.5.2 MULTI-DOMAIN SON; END-TO-END OPTIMIZATION  

In 5G, SON expanded to include the Core domain and to some extent, the Transport Network (TN) domain, 
with the latter including particularly Backhaul and Fronthaul connections.  

Figures 3.9 and 3.10 from the 3GPP TS 28.86132 depict Centralized and Hybrid SON solutions.  

NF
(RAN)

3GPP management system

SON
algorithm

NF
(CN)

 

Figure 3.9. Centralized SON Solution. 

The Centralized SON (C-SON) solution is based on the SON algorithm running in the network management 
system. The management system collects network status and performance data and computes the Key 
Performance Indicators (KPIs). The received values are compared to targets set by the network operator. 
The resulting comparison shows that certain actions can be performed by the C-SON system via the 
Configuration Management (CM) part of the interface to the network nodes. Closed loop optimization 
includes network monitoring and analysis of the monitoring outcome; determination of necessary actions; 
and execution of the actions.   

The fundamental difference between 4G SON operations is that 5G SON is connected to both Core and 
RAN domains, meaning data collection and actions are performed in both. With the addition of the TN, the 
SON algorithm has end-to-end visibility of the network and the capacity to optimize the quality of the end-
to-end services provided by the network. This can be also used to optimize network slicing. 

5G technology provides many additional optimization enablers, such as Network Data Analytics Function 
(NWDAF) that enhance end-to-end optimization abilities. The NWDAF collects network data and hosts 
Analytics applications to analyze collected information. The raw information and output of the Analytics are 
available to any network function, including SON. For example, it can be the load level for a particular NSI. 
Both request-based and subscription-based data access procedures are supported.  

End-to-end SON capabilities can be used for optimizing services provided to the end users, with or without 
slicing. Besides, such capabilities enable optimization of Business-to-Business-to-Customer (B2B2C) 
services, such as “Slice As a Service” and “NSSI As a Service”. 

 
32 3GPP TR 28.861: Telecommunication management; Study on the Self-Organizing Networks (SON) for 5G networks. 
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Hybrid SON solution expands the C-SON solution by integration with distributed SON functions (D-SON) 
running in the network functions, such as gNB. The D-SON functions can be particularly helpful in scenarios 
where fast response is needed to the problem that is local to a particular network function. 

3GPP management system

NF (CN) NF (RAN)

SON 
algorithm

SON 
algorithm

SON 
algorithm

 

Figure 3.10. Hybrid SON Solution. 

3.2.5.3 SON DATA SOURCES 

Similarly to 4G SON, 5G SON collects the network status and performance data using the Performance 
Management (PM) mechanisms. However, additional collection mechanisms are defined in 5G. In 
particular, real time performance data streaming is defined along with classic PM “counters” and network 
traces. Besides, 5G specifications add numerous data sources that can be utilized by SON. Some examples 
of additional network data categories delivered through standardized interfaces: 

• Access Management Function (AMF): UE mobility event notifications, location change notification 
• NG-RAN: QoS Parameter Notifications (for example, generated when the configured rate can no 

longer be guaranteed for a QoS Flow) 
• UPF: Packet buffering and downlink data notification triggering 
• Charging Data Records (CDR) 
• Event Data Records (EDR) 

Additionally, the new generation of SON can use application-specific performance indicators provided by 
the client in the UE, for example, a Video player. Standards for collection of this information are under 
development in 3GPP. Another source of application-specific performance data can be the application 
servers such as Video streamers.  

3.2.5.4 OPTIMIZATION OF NETWORK SERVICES  

Network operators require E2E service assurance in 5G networks which requires support of Multi-Domain 
Service Optimization (MDSO). 
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In addition to classic SON inputs (like Network Element KPIs, performance measurements), the MDSO 
uses Quality of Experience (QoE) indicators and Key Quality Indicators (KQIs) as an additional input. Video 
quality indicators are an example of E2E service specific quality metrics. 

MDSO connects to multiple network domains to collect performance data and send configuration 
commands. The goal is to achieve the optimization targets by monitoring and optimizing different services 
such as IoT, Video, and Voice in automated, closed loop manner. 

Figure 3.11 shows the principles of the MDSO operations. The MDSO deals with various domains: NG-
RAN, MBH, 5GC, Gi-LAN, IP services, NFV and Transport. Figure 3.11 displays performance reports 
collected at several domains. For example, the reports may be related to the video data flows crossing all 
network domains. The MDSO controller collects performance indicators from all domains and aggregates 
them into E2E QoS indicators with granularity of the individual UEs (QoS flows). This can be further 
aggregated at the level of sub-network or network slice. Analysis of the E2E QoS indicators may cause the 
MDSO to execute certain Actions performed on network functions in one or several domains.  

 

Figure 3.11. Multi-Domain Service Optimization. 

When network performance metrics are sampled at high frequency with breakdown to individual services 
(flows) rather than aggregated per RAN cell, they create a significant amount of “big data”. This data is then 
collected, stored and processed. Significant gains can be achieved by using Machine Learning (ML) 
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algorithms. These algorithms can identify and predict faults or performance degradation, isolate and remedy 
them. The ML algorithms proved helpful in processing the big data. 

The same MDSO concept can be applied to closed loop optimization of Network Slice Instances. The 
MDSO must be aware of the structure of the NSIs, NSSIs and the targeted slice level performance (SLA) 
for implementation. The network management functions implementing the life cycle management of NSIs 
can provide this information.   

3.2.5.5 E2E SERVICE QUALITY DEFINITION AND MEASUREMENT 

E2E KPIs for network slicing are defined by 3GPP in TS 28.554.33 The following are categories and 
examples of the end to end KPIs, such as Accessibility and Retainability. 

Accessibility KPI: 

• Registered Subscribers of Network and Network Slice Instance through Access Management 
Function (AMF) 

• Registered Subscribers of Network and Network Slice Instances through Unified Data Management 
(UDM) 

• Registration success rate of one single network slice instance 
• Data Radio Bearer (DRB) Accessibility for UE services 

Integrity KPI: 

• End-to-end Latency of 5G Network 

KPI categories: 

• Downlink latency in gNB-DU 
• Upstream Throughput for Network and Network Slice Instance  
• Downstream Throughput for Single Network Slice Instance 
• Upstream Throughput at N3 interface 
• Downstream Throughput at N3 interfaces 
• RAN UE Throughput 

Utilization KPI: 

• Mean number of PDU sessions of network and network Slice Instance  
• Virtualized Resource Utilization of Network Slice Instance  

Retainability KPI: 

• QoS flow Retainability 

3.2.6 NEW TYPES OF NETWORK INFORMATION AVAILABLE IN 5G NETWORKS 

There are numerous new types of network information available in 5G networks, some of which are 
described: AMF, NG-RAN, SMF and NWDAF. 

 
33 3GPP TS 28.554: Management and orchestration; 5G end to end Key Performance Indicators (KPI). 
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3.2.6.1 AMF 

5G supports the functionality of tracking and reporting UE mobility events. The AMF provides the UE 
mobility related event reporting to any NF or application (for example, SON) subscribed to UE mobility event 
notifications. The notification may include information like UE location, UE mobility or Area of Interest. Area 
of Interest specifies a geographical area within a 3GPP system, and is described in terms of Tracking Areas, 
cells or RAN nodes. This information may identify the Local Area Data Network (LADN) which is only 
accessible in specific locations like a Presence Reporting Area (PRA), and etcetera. 

The target of event reporting indicates a specific UE, a group of UE(s) or any UE. The AMF may initiate the 
NG-RAN location reporting which is important for the services that require accurate cell identification 
(emergency services, lawful intercept, charging). 

If the AMF requests UE presence in the Area of Interest, the NG-RAN reports the UE location and indication 
(IN, OUT or UNKNOWN) once the NG-RAN determines the change of UE presence in Area Of Interest. 
Once established, tracking the UE location may be preserved by the AMF during handovers. N2 Notification 
procedure can be used by the AMF to request the NG-RAN to report RRC state information while in the 
CM-CONNECTED state.  

3.2.6.2 NG-RAN 
Notifications of PDU Session Resources, QoS flow(s) or PDU session(s) release because QoS 
requirements are not fulfilled anymore or fulfilled again by the NG-RAN node according to 3GPP TS 
38.413.34  

3.2.6.3 SMF 

Notification control functionality specified in the TS 23.50135  enables subscription to the QoS Parameter 
Notification. For example, when the NG-RAN indicates the GFBR can no longer guarantee a QoS Flow. 
The Notification control parameters are part of the QoS profile. 

3.2.6.4 NWDAF:  SUPPORT FOR NETWORK ANALYTICS 

According to the TS 23.501,36 Network Data Analytics Function (NWDAF) represents operator managed 
network analytics logical function.  

The load level for the NSI is an example of supported network analytics data. One use case states that 
NWDAF provides network analytics information, such as load level information to a NF. In this use case, 
the NWDAF is not required to be aware of the current subscribers using the slice. NWDAF supplies slice 
specific network status analytic information to the NFs subscribed to it. Alternatively, the NF may directly 
pull analytic information from NWDAF.  

In Rel-15 of 3GPP, PCF and NSSF are named as possible consumers of network analytics. The PCF may 
use that data in its policy decisions. For example, NSSF may use the slice level load information provided 
by NWDAF for slice selection. 

3GPP standardized the interface that enables consumer network functions, such as PCF and NSSF, to: 

• request subscription to network analytics delivery for a particular context 

 
34 3GPP TS 38.413 NG-RAN: NG Application Protocol (NGAP). 
 
363GPP TS 23.501: System architecture for the 5G System (5GS). 
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• cancel subscription to network analytics delivery 

• request a specific report of network analytics for a particular context 

In Rel-16 3GPP is planning to extend the NWDAF functionality beyond slice level information. As the SON 
concept in 5G expands to the Core optimization and end-to-end optimization, NWDAF can be used as 
additional information source for SON, in particular, for collection of E2E service quality measurements and 
slice level performance indicators.   

4. CONCLUSION 

An ever-increasing appetite for large amounts of data exchange is driving 5G deployment. As a result, 5G 
wireless technologies will enable massive data exchange with extremely low latencies and satisfy a variety 
of revolutionary consumer and enterprise use cases. The Internet of Things (IoT) and many use cases will 
depend on 5G technologies. For this reason, 5G system architecture is designed to be service oriented and 
agile enough to maintain competition in the marketplace. Network Function Virtualization (NFV) and 
Software Defined Network (SDN) paradigms are paramount in delivering the flexibility and efficiency 
promised by the 5G system. However, this drastic transformation of networks forces the legacy network 
management paradigms to also evolve.  

Many perceived 5G use cases include mission critical and life-saving applications, for example remote 
medical procedures, remote emergency resuscitation and self-driving cars. Providing effective and timely 
Service Assurance (SA) will be a crucial component of 5G network operations. New technologies—such as 
New Radios (NR), Cloud-Radio Access Networks (C-RAN), Multi-Access Edge Computing (MEC) and 
Network Slicing—require radical change from a very centralized SA as supported in 4G networks, to more 
fragmented, distributed and autonomous ones. The SA will be required to facilitate fast decision-making in 
near real-time, and act closer to the source of the problem, thereby enabling an agile, close to zero latency, 
automated anomaly detection, Root Cause Analysis (RCA) and correction system.   

Furthermore, it is envisaged that 5G network technologies will produce a massive amount of actionable 
management data. This data will need to be collected, stored (as Smart Data), processed and acted upon 
expeditiously in near real-time to meet the stringent Quality of Service (QoS) and Service Level Agreements 
(SLAs) of 5G Use Cases applications.  

It would be impossible to perform many of these management tasks manually, considering the immense 
volume of transactions over a low latency, 5G network. The current manual tasks and processes will have 
to be replaced by automation aided by Analytics using Smart Databases, Artificial Intelligence (AI) and 
Machine Learning (ML) systems. To maintain the required network low latencies and reliability, the SA (fault 
detection, RCA and correction) turnaround time will need to be reduced significantly as well. These 
essential requirements on SA have been recognized by many large CSPs and vendors, which has led to 
an effort to standardize network automation processes. The recently established ETSI ZSM is one such 
effort devoted to pursuing 100 percent automation of 5G and future networks.    

To address the challenges of 5G technology in the part of network management, orchestration and 
automation, 3GPP SA5 published Release 15 management specifications. This Release has reused many 
of the components developed for 3G and 4G, and also shifted to a service-based architecture (SBA) 
framework to facilitate easier and more flexible use of the standardized services and interfaces. The SBA 
provides convenient framework now used by traditional operators’ management systems as well as by 3rd 
party service providers for new vertical industry sectors. The Release 15 network management standard 
enables deployment of 5G specific technology features such as RAN split (“disaggregation”), flexible 
numerology, Massive MIMO and Beamforming.  
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A well-structured BSS/OSS captures proven knowledge to automate processes in planning, fulfillment, 
optimization and assurance. As a result, it supports the speed, accuracy and consistency needed to profit 
from the ongoing changes in the 5G network. 

5G will enable new business opportunities by fostering diverse ecosystems in all kinds of dimensions. But 
without the right context for orchestration, this flexibility may impair profitability. 

A well-structured MA imposes the discipline needed to achieve a more comprehensive kind of orchestration 
– one that considers all aspects of services and its resources, for both automated and manual processes. 
This kind of orchestration maximizes 5G’s business value, running the right network functions in the right 
place at the right time as conditions change over time. Having a systemic view of 5G is crucial – from 
embedded devices to networks, clouds and data centers throughout the entire lifecycle of products and 
services. 

Only well-structured management and orchestration (MANO) will provide the timely insights, procedural 
knowledge and system-wide wisdom needed for a more cohesive 5G business. The key is providing the 
orchestration of all the elements of customer experience, services and the 5G network. 
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APPENDIX 

A. ACRONYMS 

3GPP  3rd Generation Partnership Project 

4G  4th Generation  

5G  5th Generation 

5GC  5G Core 

5G PPP 5G Infrastructure Public Private Partnership 

AF  Application Function 

AI  Artificial Intelligence 

AMF  Access Management Function 

AN  Access Network 

ANR  Automated Neighbor Relations 

API  Application Programing Interface 

AR  Augmented Reality 

AS  Application Server 

ASCII  American Standard Code for Information Interchange 

B2B2C  Business-to-Business-to-Consumer  

BSS  Business Support Systems 

BYOD  Buy Your Own Device 

C-RAN  Cloud-Radio Access Network 

CAPEX  Capital Expenditure 

CDR  Charging Data Records 

CEM   Customer Experience Management 

CFS  Customer Facing Service 

CIM  Cloud Infrastructure Manager 

CI/CD  Continuous Integration/Continuous Delivery 

CN  Core Network 

CNF  Cloud Network Function 

CNFM  Cloud Network Function Manager 

CM  Configuration Management 

CORBA  Common Object Request Broker Architecture 
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CPE  Customer Premises Equipment 

CPRI  Common Public Radio Interface 

CPU  Central Processing Unit 

C-RAN  Cloud-Radio Access Network 

CRUD  Create Read Update & Delete 

C-SON  Centralized SON 

CSP  Communications Service Providers 

CSR  Cell Site Router 

CU  Centralized Units 

D-SON  Distributed Self-Organizing Networks 

DBMS  Database Management System 

DO  Domain Orchestrator 

DRB  Data Record Bearer 

DSP  Digital Service Provider 

DU  Distributed Units 

E2E  End-to-end 

ECOMP  Enhanced Control, Orchestration, Management and Policy 

EDR  Event Data Records 

EM  Element Managers 

eMBB  Enhanced Mobile Broadband 

EMS  Element Management System 

EPC  Evolved Packet Core 

ETSI  European Telecommunications Standard Institute 

FCAPS  Fault Configuration Accounting Performance and Security 

GHz  Gigahertz 

GS  Group Specification 

HW  Hardware 

GUI  Graphical User Interface 

ICN  Information Centric Networking 

ICT  Information and Communications Technology 

IO  Infrastructure Orchestrators 

IoT  Internet of Things 
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IP  Internet Protocol 

IS  Information Service 

ISG  Industry Specification Group 

ISP  Internet Service Provider 

ISV  Independent Software Vendor 

JDBC  Java Database Connectivity 

km  Kilometer 

KPI  Key Performance Indicator 

KQI  Key Quality Indicator 

LADN  Local Area Data Network 

LCM  Life Cycle Management 

LTE       Long Term Evolution 

MAC  Medium Access Control 

MANO  Management and Orchestration 

MDSO  Multi-Domain Service Optimization 

MEC  Multi-Access Edge Computing 

MH  MidhaulMIoT  Massive IoT 

ML  Machine Learning 

MNO  Mobile Network Operator 

MOI  Managed Object Instance 

MoM  Manager of Managers 

ms  Millisecond 

MSO  Multiple System Operator 

MTC  Machine-Type Communication 

MVNO  Mobile Virtual Network Operator 

NaaS  Network as a Service 

NE  Network Element 

NEF  Network Exposure Function 

NF  Network Function 

NFCI  Network Function Cloud Infrastructure 

NFV  Network Function Virtualization 

NFVO   NFV Orchestrator 
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NGMN  Next Generation Mobile Network Alliance  

NGN  Next Generation Network 

NM  Network Manager 

NMI  Network Management Interface 

NMS  Network Management System 

NmS  Network Management Service 

NOC  Network Operations Center 

NR  New Radio 

NRM  Network Resource Model 

NS  Network Service 

NSA  Non-Stand Alone 

NSI  Network Slice Instance 

NSP  Network Service Provider 

NSSF  Network Slice Selection Function 

NSSI  Network Slice Subnet Instance 

NWDAF Network Data Analytics Function 

OAM  Operations Administration and Management 

ONAP  Open Network Automation Platform  

OPEN-O  OPEN-Orchestrator Project 

OPEX  Operational Expenditure 

OS  Operating System 

OSF  Open Software Forum 

OSG  Open Source Group 

OSM  Open Source MANO 

OSS  Operational Support Systems 

OTT  Over–The-Top 

PCF  Point Control Function 

PDCP  Packet Data Convergence Protocol 

PF  Policy Function 

PHY  Physical Layer  

PM  Performance Management 

PNF  Physical Network Function 
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PRA  Presence Reporting Area 

Q3  A mediation interface used by Telecommunications Management Network 

QoS  Quality of Service 

RAM  Random Access Memory 

RAN  Radio Access Network 

RAT  Radio Access Technology 

R&D  Research and Development 

RCA  Root Cause Analysis 

RIC  Radio Intelligence Control 

RISELab Real-Time Intelligence with Secure Execution Laboratory  

RLC  Radio Link Control 

ROI  Return of Investments 

RPA  Robotic Process Automation 

RRC  Radio Resource Control 

RRH  Remote Radio Head 

QoE  Quality of Experience 

QoS  Quality of Service 

SA  Stand Alone or Service Assurance 

SCA  Service Centric Assurance 

SDAP  Service Data Adaptive Protocol 

SDN  Software Defined Networking 

SDWAN Software Defined Wide Area Network 

SLA  Service Level Agreement 

SMF  Session Management Function 

SNMP  Simple Network Management Protocol 

SO  Service Orchestrator 

SOC  Service Operations Center 

SON  Self-Organizing Networks or Self-Optimizing Networks 

SQM  Service Quality Management  

SW  Softward 

TCO  Total Cost of Ownership 

TCP/IP  Transmission Control Protocol/Internet Protocol 
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TL1  Transaction Language 1 

TN  Transport Network 

TOC  Total Cost of Ownership 

TR  Technical Report 

TT  Trouble Ticket 

UCM  Use Cases Margin 

UDM  Unified Data Management 

UE  User Equipment 

UI  User Interface 

UPF  User Plan Function 

URLLC  Ultra Reliable Low Latency Communication 

VIM  Virtual Infrastructure Management 

VM  Virtual Machine 

VNFM  Virtual Network Function Manager 

VR  Virtual Reality 

VNF  Virtual Network Function 

WI  Work Item 

XaaS  Anything-as-a-Service 

ZSM  Zero touch Service Management 
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